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DISCLAIMER

1. The report was written by Group-IB experts without any
third-party funding.

2. The report provides information on the tactics, tools, and infra-
structure of the various groups. The report’s goal is to minimize
the risk of the groups committing further illegal acts, suppress
any such activity in a timely manner, and raise awareness among
readers. The report also contains recommendations on how
to protect against future attacks. The details about threats are
provided solely for information security specialists so that they
can familiarize themselves with them, prevent similar incidents
from occurring in the future, and minimize potential damage. Any
information outlined in the report is not intended to advocate
fraud or other illegal activities in the field of high technologies
or any other fields.

3. Thereportis for information purposes only and is limited in distri-
bution. Readers are not authorized to use it for commercial
purposes and any other purposes not related to education
or personal non-commercial use. Group-IB grants readers the
right to use the report worldwide by downloading, reviewing,
and quoting it to the extent justified by legitimate citation,
provided that the report itself (including a link to the copyright
holder’s website on which it is published) is given as the source
of the quote.

4. The entire reportis subject to copyright and protected by appli-
cable intellectual property law. It is prohibited to copy, distribute
(including by placing on websites), or use the information or other
content without the right owner’s prior written consent.

5. If Group-IB’s copyright is violated, Group-IB will have the right
to approach a court or other state institution to protect its rights
and interests and seek punishment for the perpetrator as provided
by law, including recovery of damages.
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GROUP-IB HI-TECH 00
CRIME TRENDS
REPORT

The Hi-Tech Crime Trends report analyzes cyberattacks, examines how
the cybercrime industry functions, and forecasts upcoming changes
in the threat landscape for various sectors of the global economy.
Group-IB has published the report every year since 2012, integrating
valuable data and key insights that the team has gained through over
70,000 hours of experience in responding to cybersecurity incidents
worldwide.

The information provided in Hi-Tech Crime Trends enables businesses,
NGOs, governments, and law enforcement agencies around the world
to fight cybercrime and help potential victims. Intended for IT directors,
heads of cybersecurity teams, SOC analysts, incident responders, and
other security professionals, the Hi-Tech Crime Trends report serves
as a practical guide for strategic and tactical planning.

Using unique tools for tracking threat-actor infrastructures and through
careful analysis by specialists worldwide, every year Group-IB experts
identify and confirm patterns of cyber threats. This information serves
as a basis for forecasts, which have proven accurate every year since
the first Hi-Tech Crime Trends report was published. These forecasts
help companies around the world build effective cybersecurity strat-
egies with relevant threats in mind.

The forecasts and recommendations contained in Hi-Tech Crime Trends
are aimed at reducing financial losses and infrastructure downtime. They
are also designed to help organizations take preventive measures to coun-
teract targeted attacks, espionage, and cyber-terrorism operations.

Group-IB strongly believes that the continual exchange of data, combined
with lasting partnerships between private companies and international
law enforcement agencies, is the most effective way to combat cyber-
crime. Cybersecurity awareness helps preserve and protect digital
spaces and freedom of communication. It is to these ends that the
Hi-Tech Crime Trends report is published.
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The first malware prototype that vaguely resembles today’s ransomware
was spread using floppy disks and compact disks (CDs) as early as 1989
and was used to extort money from users through social engineering
techniques. The scam was relatively small-scale: the Trojan could not
encrypt data and its creators were unaware of monetization methods
other than deception.

The first ransomware-as-a-service (RaaS) affiliate programs came into
existence about twenty years after the first malware prototype. Data
leak sites (DLSs)— websites where the data belonging to companies who
refuse to pay a ransom are published— emerged around a decade later.

During this time, the term ransomware became a synonym for cyber extor-
tion and a technological foundation for this shadow industry. Ransomware
has developed into the biggest threat to the commercial and government
sectors worldwide, while ransomware operators and affiliate program
participants make millions of dollars by damaging companies around
the globe.

Thousands of threat actors involved in network breaches, traffic genera-
tion, malware development and delivery, and targeted attacks have found
themselves in high demand in this massive new trend in cybercrime. Thus
a ransomware cyber empire was born.

In the first 11 months of 2021, over 60% of all incidents investigated
by Group-IB involved ransomware. The RaaS market’s active growth,
coupled with many financially motivated groups shifting their focus
to ransomware attacks, has significantly affected how many such inci-
dents are investigated.

To understand how cybercrime transitioned from advanced targeted
attacks to non-targeted affiliate malware distribution programs, we need
to look into the history of how these services developed, which is what
this paper aims to do.

By using the capabilities of Group-IB’s Threat Intelligence & Attribution
system, which stores historical data about malware, threat actors, and
their connections from the last 15 years, Group-IB looks in detail into
major malware samples, tactics, techniques, and tools used by threat
actors, as well as into events in the dark web that led to the rise of the
ransomware empire.

GROUP-IB

GROUP-IB.COM

over 60%

of all incidents investigated
by Group-IB involved ransomware
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Historical milestones: from $13 to $240,000,000

Extortion used to be a common technique for threat actors who carried
out DDoS attacks to make money off their victims. It became popular
mainly because content delivery networks (CDNs) were rare, which made
it extremely difficult for regular users to protect themselves against DDoS
attacks. The emergence of CDNs with built-in DDoS protection forced
threat actors to devise other monetization methods.

Malware that could encrypt data on a victim’s device emerged in 2004.
The malware was called PGPcoder and it cost 13 dollars to decrypt the 2004
victim’s data — a negligible sum by today’s standards.

the year that the first ransomware

PGPcoder failed to become popular because it only targeted individuals appeared — PGPcoder

and significantly strained victims’ then low-performance machines. This
made it easy to detect malware activity.

Towards the end of the 2000s, threat actors decided to adopt a simpler
approach: blocking certain operating system functionalities and demanding
a ransom. This marked the beginning of the WinLock era, which brought
forth a phenomenon known today as “ransomware as a service” (Raa$S).

The year 2010 saw the appearance of malware developers who realized
that developing, improving, and distributing Trojans all at the same time
is challenging, so they started paying third-parties for traffic generation

and malware downloads to victim machines. To optimize their activity,

they created the first affiliate program prototypes, which all modern RaaS =2009

model services later adopted and improved upon. Locker ransomware the beginning of the era of winlock-
activity continued until 2013, when the ransomware called Cryptolocker ers and the emergence of Ransom-
emerged. ware-as-a-Service (RaaS)

The popularity of CryptoLocker and countless media reports about
2013-2014 attacks involving CryptoLocker sent the number of crypto
ransomware related affiliate programs and sale offers on underground
forums skyrocketing. Yet most ransomware victims were individuals.

In 2016-2017, the world faced a wave of attacks involving WannaCry and
NotPetya, which made businesses think seriously about this threat for
the first time.

In 2018, the first professional affiliate program called GandCrab emerged.
It differed from previous attempts in that threat actors created dedicated
teams for different activities, one of which was attacking major enterprises.
The phenomenon was later dubbed big game hunting.

Subsequent years showed that it was big game hunting that had become
the main target for all affiliate programs. The next global change was
brought by the threat groups Snatch and Maze, when in addition
to encrypting companies’ data, they started downloading it from their
victims’ networks and publishing it on their own resources. This markedly
increased the conversion rate (share of attacked companies that pay the
ransom) and the technique has been widely adopted. 2018

the emergence of the affiliate

program GandCrab, which targeted
large companies only

What happened next put ransomware in the headlines of media outlets
worldwide: the victims included Garmin, JBS, Colonial Pipeline, Kaseya,
and MediaMarkt, from which Hive ransomware operators demanded
$240 million.

Between H2 2020 and H1 2021 alone, 21 new active affiliate programs
appeared in the underground and 28 DLSs were created and used by threat
actors to publish the data of 2,371 companies.

In this report, Group-IB looks into how and why the ransomware industry
has developed, provides in-depth analyses of certain affiliate programs
from within, and shares statistics on the countries and industries that
are attacked most often.

GROUP-IB 7
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KEY TRENDS

DLSs WITH FAKE DATA ABOUT
ATTACKS HAVE EMERGED

A DLS with fake data about attacks has been
identified for the first time.

SOME COMPANIES PAY AFTER
RANSOMWARE ATTACKS

About 30% of companies pay the ransom.

THE LIST OF ATTACKED COUNTRIES
HAS NOT CHANGED

The United States (49.2%) and Canada (5.6%)

still have the most ransomware victims. They are
followed by France (5.2%), which has replaced the
United Kingdom for third place.

THREAT ACTORS ARE ATTACKING
THE MOST LUCRATIVE INDUSTRIES

The most often attacked industries are
manufacturing (9.6%), real estate (9.5%), and
transportation (8.2%).

THE NEW TOP THREE RANSOMWARE
HAVE EMERGED

The hacker groups that have conducted the most
attacks are Conti (16.5%), Lockbit (11.5%), and
Avaddon (7.5%). Maze, which topped the list last
year, has ceased to exist.

NOT ALL DATA IS PUBLISHED ON DLS

Only 10% of attacked companies have their data
published on DLSs.

02

THE NUMBER OF NEW PUBLIC AFFILIATE
PROGRAMS IS GROWING

The number of new public affiliate programs
offered by ransomware operators has increased

by 23%, from 17 new programs in H2 2019 - H1 2020
to 21 new ones in H2 2020 - H1 2021.

THE NUMBER OF NEW DLSs IS GROWING

The number of new DLSs has grown by 115%, from
13 new DLSs in H2 2019 - H1 2020 to 28 new ones
in H2 2020 - H1 2021.

THE NUMBER OF VICTIMS WHOSE DATA
IS SHARED ON DLSs IS GROWING

The number of victims whose data has been
published on DLSs has grown by 935%, from
229 (in H2 2019 - H1 2020) to 2,371 (in H2 2020 -
H1 2021).

AFFILIATE PROGRAMS ARE BECOMING PRIVATE

Most affiliate programs (87%) have become private,
but many can still be joined if the “applicant” knows
the threat actors personally.

PAYING A RANSOM DOESN'T
PREVENT DATA BEING LEAKED

When companies pay a ransom, many threat
actors delete the victim’s data from the DLS, but
compromised files may still be available through
links.
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FORECASTS

THE BAN ON AFFILIATE PROGRAMS ON UNDER-
GROUND FORUMS WILL NOT PREVENT NEW RAAS
PROGRAMS FROM EMERGING

The ban on advertising public affiliate

programs on underground forums was followed

by the emergence of RAMP, a forum that allows
ransomware activity. This could mean that the rate
at which new affiliate programs emerge will remain
the same.

DLSs MAY BECOME A NEW PLATFORM
FOR SELLING DATA

Threat actors may start selling data belonging
to compromised companies on DLSs. This has
occurred before, but it has not become a trend yet.

THE TOP THREE ATTACKED INDUSTRIES
WILL REMAIN THE SAME

The most often attacked industries are unlikely
to change given that threat actors believe they are
the ones that can be monetized the most.

THE NUMBER OF RANSOMWARE
VICTIMS AND DLSs WILL GROW

The amount of compromised data posted on DLSs
will grow, as will the number of DLSs.

03
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History of the ransomware
cyber empire: 1989-2021

Date Event
January 1989 AIDS Trojan emerges
December 2004 The first quasi-modern crypto ransomware called PGPcoder emerges
November 2005 The first known operating system locker called Krotten emerges
March 2006 The Cryzip crypto ransomware involving ZIP archives emerges
June 2006 The first guides on how to create crypto ransomware appear in the underground
May 2009 The Winlock ransomware is put up for sale on underground forums for the first time
June 2009 Sales of various locker ransomwares surge on forums
July 2009 Articles about developing locker ransomware appear in the underground
January 2010 The first locker ransomware affiliate programs emerge
December 2010 Crypto ransomware returns with Encoder Builder, which is made freely available
July 2011 An improved version of Encoder is sold
January 2012 Locker ransomware with the MBR overwrite functionality appears
September 2012 A series of crypto ransomware attacks starts in Australia
June 2013 The first crypto ransomware affiliate program emerges
September 2013  The first CryptolLocker attacks and affiliate programs begin
December 2013 Known underground users report that the locker ransomware trade is dead
and that the crypto ransomware era has begun
January 2014 Many new crypto ransomware and affiliate programs emerge
May 2015 The publicly available crypto ransomware called Tox emerges
November 2015 The ransomware called Chimera is used to attack law firms only and hackers threaten to publish stolen data
November 2015 The first Linux ransomware called Linux.Encoder emerges
December 2015 Many threads on underground forums are created, in which threat actors discuss
that only legal entities should be attacked
February 2016 One of the most large-scale and notorious affiliate programs, Cerber ransomware, starts
March 2016 The first macOS ransomware called KeRanger emerges

GROUP-IB




Date Event

March 2016 The notorious ransomware called Petya, with the MBR overwrite functionality, emerges

November 2016 Some pieces of ransomware start using Telegram as a command-and-control (C&C) server

May 2017 Attacks involving the ransomware WannaCry, with automatic spreading functionality, begin

June 2017 The ransomware NotPetya, which continued the WannaCry activity, emerges

January 2018 The first modern ransomware affiliate program called GandCrab is born and the targeting of legal entities begins
March 2019 The first RaaS called Snatch, which uses the double extortion technique, is released

May 2019 The ransomware called Maze is created

December 2019 The first DLS (Maze) appears

June 2020 The number of new Raa$S affiliate programs surges
May 2021 “No more ransoms!”: publishing RaaS on underground forums is banned
July 2021 Ramp, a ransomware-related forum, emerges

Inception

N L2
Pa3 7N

2004 2005 2006 2007 2008

PGPcoder, Cryzip, Archiveus

Retrospective analysis of how the ransomware cyber empire evolved
will help shed light on how businesses worldwide lose millions of dollars
to cybercriminals today.

Let’s first define what the commonly-used term ransomware means.
Ransomware’s key feature is blocking access to a system or files and
demanding a ransom to restore it.

The idea of demanding ransoms was borrowed from another threat that was
popular in the early 2000s: DDoS attacks. At the time, threat actors sent
their victims emails threatening to carry out DDoS attacks and demanding
that the victims pay a certain sum to avoid being attacked. Threat actors
made good money on this type of blackmail because businesses were not
prepared to experience down time or counteract such attacks. Following
the emergence of CDNs with integrated anti-DDoS functionality, however,
the commercial potential of such incidents dropped. Threat actors started
looking for new ways of conducting extortion attacks.

Secondly, ransomware has two subgroups: locker ransomware and crypto
ransomware.

* Locker ransomware blocks access to a device (e.g., blocks the
victim’s access to MS Windows unless an additional password
is entered).

« Crypto ransomware finds and encrypts valuable data found on the
victim’s device.

Interestingly, the ransomware market started with crypto ransomware,
then switched to locker ransomware, and has now switched back to crypto
ransomware. This can be seen above.

GROUP-IB 11




This report does not analyze the first proto-ransomware called AIDS Trojant,
which was distributed on floppy disks as early as 1989. Hackers used AIDS
(also known as Aids Info Disk and PC Cyborg Trojan) to extort money from
users, citing a license agreement with a non-existent corporation called
PC Cyborg Corporation for which victims had to pay, otherwise AIDS
would hide catalogs and encrypt the names of all files on the C drive:

Dear Customer:

It is time to pay for your software lease from PC Cyborg Corporation.
Complete the INUDICE and attach payment for the lease option of your choice.
If you don’t use the printed INUDICE, then be sure to refer to the important
reference numbers below in all correspondence. In return you will receive:

— a renewal software package with easy-to-follow, complete instructions:
— an automatic, self-installing diskette that anyone can apply in minutes.

Important reference numbers: AS5599796-2695577-

The price of 365 user applications is US5189. The price of a lease for the
lifetime of your hard disk is US$378. You must enclose a bankers draft,
cashier’s check or international money order payable to PC CYBORG CORPORATION
for the full amount of 5189 or 5378 with your order. Include your name,
company, address, city, state, country, zip or postal code. Mail your order
to PC Cyborg Corporation, P.0. Box 87-17-44, Panama 7, Panama.

Press ENTER to continue

Group-IB has also left out the fake antivirus family called Spysheriff
from this report. The antivirus was used to extort money by threatening
to infect a user’s computer with many pieces of malware.

One of the first relatively modern pieces of crypto ransomware emerged
in late 2004. At the time, users on many IT resources complained that
they had been infected with malware that had encrypted almost all their
important files using the algorithm called CRZ. On each victim device,
a special text file (which we now call a ransom note) was generated. This
is a message from the ransomware operators saying that the victim’s data
has been encrypted and that the victim needs to contact the threat
actors via email to decrypt it. After writing to the ransomware operators,
victims received a link to the threat actors’ website, where they could
buy a decoder for $13. The header of every encrypted file contained the
inscription PGPcoder, from which the first crypto ransomware derives
its name. The malware mainly had targets in Russia.

Forum » Administration » Windows systems

Pages: 1
BHIMAHIE !!!. Txt Rss

borech 10.12.2004 23:37:39 Like it: / #1
Guest
Piz. help who knows what it is. In short, for no apparent reason I have a huge number of folders on a computer file appeared BHIMAHIE 11! txt
as follows:.

Some of your files are encoded at CRZ standard
to decode contact: bnm7814@yahoo.com or ztc567@mail.ru

And in fact, many files are corrupted in some way. At the beginning of the file, there is PGPcoder 88.77.94 ....
This is the problem. Help if anyone is able.
thanks

Pig killer 11.12.2004 18:08:12 Like it: /i #2
Administrator

Posts: 3843 Typical virus. Someone encoded your files. You can of course write to them on soap, but they will not decode you for free.

Points: 3870
Registration:
10.12.2001

If you have patience - better write a statement, let "K" deal with blackmail.

Do you wanna be wise? Do not desire everything that you sec; do not believe everything you hear; do not say everything you know; do not do
everything that you can, but only what is useful.

GROUP-IB

Fig. 1. A message from the
developers of AIDS Trojan, 1989

Fig. 2. A message from a user about
files encrypted by PGPCoder, 2004
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Group-IB specialists have seen several malicious campaigns that spread
PGPcoder. One was in December 2004 and another in June 2005. The
ransomware was distributed through mailouts of .doc files with malicious
macros. In 2006, the developer improved the encryption algorithm and
switched to RSA.

PGPcoder marked the beginning of the third wave of ransomware Trojans
that started in 2004 and continued until 2008.

Traditionally, the testing ground for honing techniques has been Russia:
the Trojan’s victims were in Russia and other CIS (the Commonwealth
of Independent States) countries. Only two years later did the threat
actors start attacking targets in other parts of the world.

March 2006 saw the emergence of the malware called Cryzipt, which
used a simpler logic to encrypt files: it archived every file in a pass-
word-protected ZIP archive and deleted the original. The malware had
a text file containing a ransom demand in English. Unzipping the files
required a password, for which the threat actors demanded a ransom.
At the time, E-Gold was used as the payment system.

After Cryzip’s successful campaigns, demanding a ransom after encrypting
systems gained popularity on underground forums.

Cryzip was even called a new generation of Trojans. In June 2006, for
instance, an administrator on exploit.in (a notorious underground forum)
published a guide on how to develop malware based on Cryzip'.

Fraud Archivator Engine

Author: admin

admin

<forum.status>

Fraud Archivator Engine or We encrypt data with a Trojan and demand a ransom for them

0x01 | Intro
Every day, computer fraudsters cary out Various fraud operations around the world. Credit card theft
accounts of payment systems and bans, DDoS services, spamming and much more. But not always for committing
use something new for their atrocities. For example, consider stealing credit cards and accounts. It all comes down to
Admin one - either to hacking an online shop with credit cards, or te infecting the computers of impudent bourgeoisie. For hacks, you can
©1154 talk almost forever, so that we will omit, moreaver, the subject of an article of a different plan, the plan of proling amers.
So how are credit cards stolen? Most often, special spyware is used for this, the names of which are form grabbers and
Tangrabers are programs that intercept data entered into web forms. For example, you are logged in
Activities in the admin panel of your site - here a Trojan was triggered on your computer and intercepted the login and password for the admin panel
This is done most often by intercepting the Wininet API, but we are not talking about that. In principle, nothing is a formgrabber from a tangrabber
do not differ, it's just that the hosts are already registered in the tangrabber, where to steal this data from. This type of spyware
- adime a dozen. In general, | will not pull the cat by the tail and tell you what we are going to do today. | was sitting somehow
in ICQ and n4nObit threw a link. Having visited the page, | saw a description of the work of the new Trojan:

Registration

o — 1/ Zippo.A Trojan f -—
[>>] The Zippo Trojan encrypts data and demands a ransom from the victim

-0

ATrojan horse is reported that encrypts data on the users PC
- victims and then tries to get a ransom of § 300 for their recovery

Called Troj / Zippo-A (also known as CryZip), this Trojan seeks

on PC files such as Word documents, databases, spreadsheets,

and then assembles them into encrypted ZIP files. Collecting and encrypting this

the data, the Trojan creates another file, with the help of which the victim

the computer user learns that in order to recover data, he needs

transfer $ 300 to an account in the E-Gold system.

Sophos experts, having studied the Zippo program code, found that the password
encryption looks like C: \ Program Files \ Microsoft Visual Studio | VC98

It Seems that this password was not chosen by the author of the Trojan program by chance.
So virmaker tried to trick analysts who could take this line

for the path to the directory.

- X N

To be honest, this is the first time | heard about such a method and | wandered how it all werks. And everything works

very simple. It was the lack of materials on this topic and the novelty of technelogy that prompted me to write this article.

I must say right away that writing and using such programs is covered by all imaginable and inconceivable

laws, and the article is only an introductory material. By the way. Special Navok

‘You will not need 133t-c0d1ng, | have described everything in as much detail as possible, starting with the autorun itself =). Go!

GROUP-IB

Fig. 3. A guide on how to encrypt

data using a Trojan, 2006
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Interest in the ZIP Trojan Cryzip led to the emergence of a similar malware,
Archiveus (aka MayArchive), which used RSA-1024 to encrypt files.

Interestingly, at the time there was talk on underground forums that one
of the hardest things about this type of malware was obtaining money
from the victim— Bitcoin did not yet exist.

Before then, such malware was not put up for sale on underground forums,
which suggests that it was either shared through private messages
or handled by only one group that both developed and distributed the
malware.

Locker, Winlock, and the first
affiliate programs

N
Fay

2004 2005 2006 2007 2008 2009 2010 2011 2012

L2
N

Krotten, Winlock

There used to be another well-known Trojan called Krotten!. |t emerged
in 2005, after PGPcoder, and used a different extortion technique.
Instead of encrypting files, it edited the registry, which disrupted the
system’s normal functioning. The malware then displayed a ransom note.
The Trojan can be considered locker ransomware.

panaer x|

If you want to recover your computer without loging ALL information! And
save money, send a 25-hryvnia Kyivstar top-up code to my email address .
Within twelve hours, in rezponse to your email, you will receive a file fo delete
thiz program.

Other similar Trojans called SMS lockers went in the same direction. The
most notorious among them was a Trojan called Winlock!®! (aka Winlocker).
Before this malware became common, Winlock Pro was popular and
performed similar actions, namely blocked access to the operating system
after a certain time. It was often used in Internet cafes.

GROUP-IB

Fig. 4. A Krotten ransom note



The year 2009 saw many types of such Trojans based on a common idea:
they blocked the operating system, using built-in system features, and
then showed the user a message saying that the device could be unlocked
only by paying the threat actors a ransom. Some Trojans were disguised
as banners with erotic content, while others informed victims that unli-
censed software had been detected on their device.

Winlock’s key innovation was that it was the first malware sold and distrib-
uted on underground forums by threat actors. This led to an unprecedented
rise in the number of attacks involving this Trojan.

Winlock was put up for sale on underground forums for the first time
in late May 2009:

WinLocker v.2.1 o
Author: meprog

Please verity your account!
. ‘The program locks the system and asks to purchase alicensed copy of Windows, or send an SMS with a code to your number, in order to then receive an activation code.

Version 2.1

(+) - support for Windows 98-Vista

(+) - completely blocks the entire desktop

(+) - blocks system key combinations (Win, Alt + F4...)
eretated (+) - copied {0 the system folder (the fle is aimost impossible (0 find)
(+) - registered in startup
(+) - on reboot, locks the system even before the deskiop appears
(4) - bl windows (including the task manager and sticky keys)
Activty - not fired at anything
()~ the i
(+) - file size 19 kb

Registration

deleted, and alter entering the secret code, it is deleted from the system folder and startup

Build price $ 10
Upgrade price $ 5
Source v.2.0 price 50°$

1CQ: 444003643

Winlock was relatively cheap: in 2009 the Trojan’s source code cost just
$50. Many requests to develop full-fledged locker ransomware of this
type later appeared on forums.

As early as July 2009, a post about how to create such locker ransomware
independently appeared on exploit.in:

[ASM] Windows Password Lock
Author

um was tested on Win XP, Vista a

GROUP-IB

Fig. 5. A message about
selling Winlock, 2009

Fig. 6. A guide on creating
locker ransomware, 2009




Judging by forum messages, the key problem at the time was finding Fig. 7. A post about looking for
a bulletproof billing service that would accept paid SMS messages for an SMS billing service for locker

unlocking machines belonging to the victims. ransomware, 2010

, kak nony4uts sms Gunmnr, [ EETTINIE (Y ErAe ey

sms GuANMHr
08.01.2010 =

@ forum.zloybz () 08.01.2010 —30.01.2010
& Slark

Details

Identical Nicknames

ORIGINAL

sms billing

Tell me how to get sms billing, for example, for a winlocker? Please advise verified sites so that you can withdraw money to webmoney at any time.

Or maybe someone can help you get sms billing for a fee?

sms billing Fig.. 8. Another post about SMS
billing for locker ransomware, 2010

Author: ;
Reply to topic

RIPPER
o

+  Quoe ®
¥

http://forum. exploit.infindex. php2showtopic=33207

You need to get sms billing for a vinlocker. Values and suggestions of drugs.

o1
Registration

Activities

The development of the first ransomware affiliate programs started
with Winlock. One of the first such affiliate programs related to locker
ransomware emerged in January 2010:

Affiliate program, sms, adware Fig. 9. A message about
the Winlock affiliate program, 2010

Author: duh_9

duh_9
Kilobyte
oo There is a private PP for a locker, an analogue of envelopes , rates on average $ 2.5 ms, stable payments, issued 10 exe who are interested in knocking 58 six 234 146
+  Quote
User
o1
Registration

The main idea behind these affiliate programs was simple: to give partic-
ipants a Trojan to spread to victims, a task for which they would receive
a commission on the profit from ransoms paid by victims to unlock their

devices.

GROUP-IB
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An analysis of messages published on underground forums and related

to discussions about locker ransomware served as the basis for the Fig. 10. Mentions of locker
histogram below: ransomware on forums, 2002-2015
1695

2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015

The histogram shows that locker ransomware started gaining popularity
in 2009, then peaked in 2012 and later declined. In 2011, locker ransomware
started being used in attacks beyond Russia. Moreover, some affiliate
programs looked for people that would target victims outside Russia only:

Fig. 11. Looking for people
for an affiliate program, 2012

looking for partners on the locker Subscr o
Author: diesee , April 11, 2012in [Miscellaneous] - everything else

Please verify your account!
essse looking for partners for the locker. | can muddy a competent locker with a stat and an admin panel. from you traffic and loads. | can pour) country pofik current not ru

E — ‘D
Please verify your account. To unban, contact the administration (to check your account for hijackir

Activities
oth
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Modern-day crypto ransomware:
locker ransomware continues
to dominate

N L2
Ca3 N

2011 2012 2013

Encoder, Ulocker, Reveton, Citadel

The popularity of locker ransomware had no sooner declined than Trojans
designed for encrypting data and demanding a ransom resurfaced
on underground forums. The crypto ransomware era had begun.

In late 2010, Encoder® (aka xorist) emerged on underground forums and Fig. 12. A description
was the first known Trojan to be used for that type of activity. of the xorist Trojan, 2010

Parallel Forum of VaZoNeZ » Phorum » P :: Diabolic » Encoder Builder [bin + src]

elected files and asks for money (or whatever else you want) for data recovery. Included: sources

pting fil
nfiguring file B be proces
the number of (see screen)

hash is stored in the build.

Direct link to software
: vazonez

perms and v , let them make their worthles coders. It is enough to change quite a

fight it. You

The Trojan developer was a hacker with the alias VaZoNeZ2.
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The developer of the Trojan published not just the malware’s source
code but also its builder, which enabled users to automatically generate
malicious samples with custom settings. Fig. 13. Encoder builder, 2010

Encoder Builder v2.4 from [Pastorok] il X

Message text TewcT coobweHrs
Attention! All your files are encrypted! Brimanie! Boe Baww daline sawmbposads!

To restore your files and access them, YTobbl BOCCTAHOBMTE CEOM DEANE! M NOAYYMTE K HIMM J0CT Y,
please send an SMS with the text XXX to YYYY number, OTNPEBETE CMC C TEKCTOM XXXX Ha Homep YYYY

You have N attempts to enter the code., ¥ Bac ectb N noneiTok BE0AE Koga. MNpy NpeBsIlLeH 3Toro
When that number has been exceeded, KONWYECTES, BCE A&HHBIE HEOBPETMMD MCNopTATCA, ByasTe
all the data irreversibly is destroyed. BHWMETENBHEI NPW BEOAE Kooa!

Be careful when you enter the code!

Search masks Password attempts Macki nowcka MonbIToK BE04a Napons
* 7ip » | =nnn 5 = 7 = zip il ‘l".nnn |5 i} ?
*rar *rar
*7z | G I | — | Encryption algorithm =7z + | i | ANropUTH WHHPoEaHUA
*tar Lo *tar A
Gl XOR Bl ™ XOR

gz - 5 .gzi

B | [ Insert l I Clear_ | @ TEA B _VJ BCTaBuTh J O4UMCTHTE | = TEA

Message Interface language CoobiieHne H3bIK MHTEpDENCE

(7 With no message - silently ; " Bes coobLULEeHHA - CKpbITo -

English - | Pycoadil j

@ With show of the message {+ C noxasoM cooGleHia

Password to decrypt Files extension MNapore ana pacwkbpoBta PacwipeHie ainos
HuinF 2§64 18KGbEYLyK 2d RMD! nCiPhErEd] kizA2s3fEMSyTwkSPFI01EQ RMD! [EnCiPhErEd

[ change wallpaper | Menate obou |
[ Change icon o2 [~ MeHATE MKOHKY |
17 Pack the build with UPX W ¥nakoseisaTe Gunao UPX'om
|¥| Copy TT-file with info into all folders ¥ KonmposaTe TXT-baiin C MHoi B0 BCE NANKK
dd build to the autorun Iv OofasnATe Bng B 38TOZArpYsKY
Createt ] | Cozpate?

I—!owever, the threat actors who tested the malware thought its conver- Fig. 14. Complaints about Encoder’s
sion rate was too low. low conversion rate, 2011

— Q " Reply # 109: 12 March 2011, 19:22:42"

[0000: 0000: 0001h]

. The program is creepy, but it's a problem to make money on it. WINLOCKERS smoke bamboo aside, but they have a huge plus they scare. |

Posts: 20 decided to earn extra money for beer, how much you can burn your eyes on the monitor. 228 Users, 99% percent did not understand what kind
of gift they received , but when they realized, after reinstalling Windows, the mailbox was full, I didn't even know that the Russian language was
so rich, especially in mat. A small part decided not to risk it and asked for a password, saying that no matter what happened, you still would not
get money, | had to give password vazonez. Eight people asked for a utility to decrypt files and transferred money, six could not use it (most
likely it did not work), they had to return the money. For two, everything is fine. Kick for almost two weeks of work for 600 rubles. .).

Recorded b

The initial problem was that victims did not understand what exactly had
happened or how to use the decryptor.
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Additionally, locker and crypto ransomware was unpopular among threat
actors, as they believed that it attracted too much attention. The second
problem was where to receive money.

A Fig. 15. A discussion about
Please your account! A .
vestoves Tros, form grabbers, stealers, e, it s & ind of passve software, where to receive profit from
well, the user will return the password from the mail and will not suffer much morally, not materially
and Random-type software encryptors and blockers are aggressive software that requires IOCker ransomware, 2010
active participation of the user and the question is always posed bluntly,
there will always be problems, users will actively complain and understand.
Quote
©139

They will catch and tear off the boss, this type of fraud has a good indicator of the resolution of cases in Ru, as far as the Intemet press can judge.
Registration
yes, yes, and that too.
Activities

+  Quote =)

Quake3 Fig. 16. A discussion about
- AluAdib , expupkin , everything is clear .. Well then you can use the software for a single revenge on someone, or just to study asma. | wonder if you order where to receive profit from

— N downloads from other countries, say Germany or elsewhere, will the risk of being caught decrease?

1 A Here, in my opinion, a huge minus one - where to receive money. Payments are small - i.e. WU and so on will not ride, suspicions will arise; Not everyone has locker ranso mware, 2010
| RS webmoney, and SMS billing is not very reliable + there is a high risk of being caught + foreign ones are hard to find.
/]
{ L*?ui ||
Quote
Moderator >
i and already tried to decipher ... works’
Registration Yes, I tried it - everything works fine, encrypts and decrypts.
Activity
+  Quoe ®
Deposit

In July 2011, the user Galahem started selling improved crypto ransomware.

Catahem Fig. 17. Sale of crypto
Good day members of the forum ransomware, 2011

% 1 sell a file encryptor (encoder).
G What tis? This is a small program that, when launched on the ser's computer, begins to search for the user's files using popular extension masks (doc, ra, zIp, etc.) and encrypt them, albeit not n a unique:

but reliable way. After al these actions, it puts forward a demand to the user to redeem his files.

Beactivated
o7
Product Features:
Registration MuctFeen
1) Itis impossible to decrypt files without knowing the password specified during encryption, unless by brute-force.
Activities

3) Does not bypass UAC yet, but at the first start successfully disables I
5) Consists of two parts, Cryptor and decritor. After encryption, the cryptor self-destructs. This increases the reliabilty that your cryptor will not crack and pull out the password (one way or another, the
password is stored in a hash).

6t

7) After all the manipulations with the fles, it counts them and gives the data to the mini admin panel.
8

9) 50 masks of extensions, which are used to search for files for encryption

10)
11) Does not start again in Windows, which has already been visited.
12)

Supplied complete with admin panel and decryptor for your buld.

You need a text of no more than 2.5 thousand characters, including spaces.

Url where the admin panel and the desired password will be located, no more than 100 characters.

The file itself is fired by AB, but t can be encrypted (preferably with a packer). | can give the contact of the person who is crypt. The process is not fired, and wil not be fired, as the native Windows tools are
used,

The cost of the build s $ 50.

The malware was not popular. Judging by messages on underground
forums, threat actors continued being interested only in locker ransomware
because it was easier to monetize, thanks to affiliate programs and other
factors. To accept payments, threat actors started using Paysafecard
vouchers and Ukash. New locker ransomware targeted many countries,
but it did not work against Russia and other CIS countries. Back then,
threat actors implemented the practice of not working against these
countries in order to minimize the risk of getting caught.

GROUP-IB
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For example, July 2012 saw the emergence of new locker ransomware
called Ulocker. Judging by its description, the malware was used in the
following countries:

++ = Austria, ™ Germany, = Greece,
+ = Spain, I I ltaly, © Cyprus,
#—t#—f — Netherlands, mm Poland,
LT [ Portugal, 1 B Romania,
=+ Finland, I I France,
E3 Switzerland Sweden

xfrzx Fig. 18. A message about
e the emergence of Ulocker, 2012

| @Locker'

Ulocker is a software for monetizing euro downloads. Ukash, Psc vouchers of 50,100 euros are accepted as payment

User Currently AT, CH, CY, DE, ES, FI, FR, GR, IT, NL, PL, PT, RO, SE . You can add and change the number of languages.
053
Details
gl 1.Weight ~ 22kb without compression
Activities 2.Kills MSCONFIG.exe, regedit.exe, regedt32.exe, CMD.exe, taskmgr.exe

3. Accepts Ukash, Psc.

4 Hides the start and panel.

5.Locks system keys.

6. The ability to remotely change the text.

7. Does not turn on when the Internet is off (Optional).

8.Auto download.

9. Disabling Sate Mode (xn)

10. Hangs on top of all windows.

11. After input is not removed.

12. The ability to quickly and conveniently add your own languages to work with specific countries ()

Server part:

1st option - without panel writes date to file || ip || ukash || denomination || country .C psc is similar. Writes responses to a file.
2nd option - a simple panel, displaying vouchers (ukash, psc), displaying responses. Php + MySql is required.

The response is the sound of the infected machine, not necessarily unique.

Price:

First 3 buyers - 250 $ 0/3.
The price does not depend on the version of the server part

Ulocker also had highly advanced landing pages that showed webcam
images intercepted by the malware.

Fig. 19. Ulocker landing page

Interational Police Association - IAC

Intemnational Administration Center

Semmrmy
% &w
ST
Al activity of this computer has been recorded. If you use webcam, ~ Please follow the instruction on the right —
videos and pictures were saved for identification webcam Ukash code: 45632 ‘7
50 Euro
a
St @ Mkash &paysa
Psc code:
50 Euro
© 100 Euro t
Please note: This fine may only be paid within 48 hours,
if you let 48 hours pass without payment,
Your IP-Address RS the possibility of unlocking your computer expires
‘You can be clearly identified by your IP address
hostname Your photo is stored for identification you will be initiated

Your Computer has beer|

Ty | (\1P3's, Movies or

located on your computer

By d ¥
offthse unc -
The ot the internet or music
sharing networks is il is ance with

: s :

fine or fora

penalty of up to 3 years
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[ == = ol
International Police Association - IAC Fraiice

International Administration Center

oy
You computer has been locked

Your computer has been locked by the automated information management
system

Why?

1. Your computer has been used to view banned websites (webpages).

2. Your computer has been used to view websites containing pornography.
3. Your computer has been used to transfer prohibited information.

4. Your computer has been used to store/view unli€ensed content

How to recover access?

In accordance with the Law on Information ControFand Protection of January 2,
2021, you must pay a fine of 100 euros. For your convenience, we suggest using
the protected payment methad using PaysafeCard/Ukash vouchers. You must buy
vouchers worth 100 euros and click on "OK" once you fill in the relevant fields.

What happens after entering the code?

After checking the code for our system, your computer will be immediately
unlocked. To pay the fine using two codes for 50 euros each, you must enter the
first code and, after receiving a confirmation, enter the second one.t

What | need to do if | experience problems during payment?

If for any reason you are not able to pay the fine using the payment

system, you must send an email to infos@ipa.com and specify the address

and PaysafeCard/Ukash voucher code(s) amounting to 100 euros.

After checking the cade for our system, your device will be immediately unlocked

—— —|m
(B0 Euwa & 100 Euro C 50Eue @ 100 Eura
(«kash @paysafe

paycash. paysate.

| |

In 2012, some locker ransomware started using a new tactic: they over-
wrote the Master Boot Record (MBR), which resulted in the victim being
unable to even start the operating system.

Around the same time, another notorious piece of locker ransomware
called Reveton emerged. It also locked the victim’s operating system
and demanded a $100 fine. The landing page was designed to look like
a document issued by the US Department of Justice. The ransomware
was distributed using malware called Citadel, which was well-known
at the time.

Given how popular Citadel was, many threat actors added it to their
payload on infected devices.

The old crypto ransomware GPCode also continued to be developed, but
it still targeted regular individuals.

From the second half of 2012, the situation began to change. Four Austra-
lian organizations fell victim to crypto ransomware attacks:

Fig. 20. A Ulocker message

demanding a ransom for unlocking

the computer, 2012

Company Date Ransom ($) Industry

TDC Refrigeration and Electrical September 2012 3,000 Manufacturing

Byron Community Primary School October 2012 5,000 Education

Deanes Buslines November 2012 3,000 Transportation

Gold Coast Medical Centre December 2012 4,000 Healthcare
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In exchange for decryption, the threat actors demanded tiny sums
compared to today’s figures. However, 2012 showed that attacks against
businesses could be much more effective than attacks against individ-
uals. Moreover, threat actors noticed that ordinary locker ransomware
stopped being profitable and realized that they should switch to crypto
ransomware. In late 2013, a well-known user with the alias upO wrote the

following:
Fig. 21. The shift to using
Hpo crypto ransomware emerging
ttabyt
..Io.i.y.e.. The lockers are dead, but the cryptolockers ...: lol: eln underground forums, 2013

+ Quote

Registration

activities

Emergence of crypto ransomware
affiliate programs; CryptoLocker
affiliate program and author

N L2
Fay N

2012 2013 2014

One of the first affiliate programs that focused on encrypting files emerged
in June 2013 on the forum antichat:

Fig. 22. One of the first
affiliate programs, 2013
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As the description suggests, the ransomware encrypted files using the
RSA1024 algorithm and the developers used a 50/50 payment scheme
(50% to the developers, 50% to affiliates). Unfortunately, neither the name
nor reviews of this affiliate program could be uncovered.

September 2013 saw the emergence of one of the most notorious crypto
ransomware strains at the time: CryptoLocker,

The first mention of CryptoLocker-type malware appeared on the under-
ground forum exploit six months before attacks first came to light:

MP Instance 60-65, | will provide guarantees. 0
Author: max278 ,
max276
Please verify your account!
™ In connection with the increase in cash out, | am looking for a supplier of mp. Instant payment at vinz

within a couple of minutes. No money in advance - | will provide adequate guarantees of reliability.
netted@jabbim.cz

Registration

Activities

As can be seen in the screenshot, the forum user max270 (aka max2 and
nyservol) was looking for people to develop crypto ransomware and main-
tain it. The subsequent discussion between the threat actors reveals that
in late August they announced that their cash-out activities had surged.

We are waiting for a partner with adult traffic JUS 0
for a locker

Author: max270 |

Reply to topic

max27e
Please verify your account!

° Your 20% of dirty exhaust in the locker admin panel. that is, it all depends on the quality of your traffic,
but not less than $ 30 from 1000 unigue ones. Let us have 50 installs from 1000 unigue ones, then it
turns out about $ 50 of your profit. We can afford it, because we can cash checks ourselves within an
hour without losing% of the commission. Your payout is daily. Access and report from the admin panel
by agreement with everyone. We are looking for 2-3 people with normal flows. We will consider any
suggestions. Rega is present on all private forums.

Deactivated

netted @jabbim.cz
Registration

9 + Quote )
Activities

GROUP-IB

Fig. 23. A message about looking
for a programmer that could create
CryptoLocker-type malware, 2013

Fig. 24. A message about a surge
in cash-out activities, 2013
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In September 2013, offers of a new ransomware affiliate program (which
could be related to CryptolLocker) were posted on several forums.

.. . . Fig. 25. A post about a new
We are waiting for a partner with adult traffic JUS i affiliate program, 2013

for a locker

Author: fax279 ,

Reply to topic

Rex27e
Please verify your account!

° YYour 20% of dirty exhaust in the locker admin panel. that is, it all depends on the quality of your traffic,
but not less than $ 30 from 1000 unique ones. Let us have 50 installs from 1000 unique ones, then it
turns out about $ 50 of your profit. We can afford it, because we can cash checks ourselves within an
hour without losing% of the commission. Your payout is daily. Access and report from the admin panel
by agreement with everyone. We are looking for 2-3 people with normal flows. We will consider any
suggestions. Rega is present on all private forums.

Deactivated

netted @jabbim.cz
Registration

+  Quote (3]

Activities

Based on publicly available research, the campaign used to spread
CryptoLocker started on September 5, 2013, which suggests that this
affiliate program was related to this specific malware.

After completing the infection, the Trojan’s window looked like this:

# CryptoLocker X Fig. 26. Cryptolocker, 2013

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents, etc, Here is a complete list of encrypted files, and yvou can personally verify
this.

Encryption was produced using a unique public key RSA-2048 generated for this
computer, To decrypt files you need to obtain the private key.

The single copy of the private key, which wil alow you to decrypt the files, located
on a sectet server on the Internet; the server will destroy the key after a time
specified in this window. After that, nobody and never will be able to restore files...

To obtain the private key for this computer, which will automatically decrypt files, you
reed to pay 300 USD / 300 EUR | similar amount in anather currency.

Click «Mexp» to select the method of payrment.

Any attempt to remove or damage this software will lead to the immediate
Private key will be destroyed on destruction of the private key by server.

2013

Time left

71:57:51
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The malware then offered different payment options:

Fig. 27. Cryptolocker, 2013

Payment for private key

Choose a convenient payment method and click «Nexts:
[Bitco'ln (most cheap option)

bitcoi
Bitcoin is a cryptocurrency where the creation and transfer of bitcoins is based on an
open-source cryptographic protocol that is independent of any central authority.

Bitcoins can be transferred through a computer or smartphone without an intermediate
financial institution.

‘You have to send 2 BTC to Bitcoin address
and specify the Transaction ID on the
Private key will be destroyed on next page, which wil be verified and confirmed.
10/13/2013
1:21 PM Home Page o
o Getting started with Bitcoin

Time left

71:33:17

CryptoLocker was one of the first pieces of crypto ransomware that
infected a huge number of victims within a short period of time. Researchers
say that by December 2013 (over the course of three months), over 200,000
machines were infected. CryptoLocker was active until May 2014, when
it was isolated as part of operation Tovar, in which private decryption
keys were obtained. The decryption keys were used to build an online
tool for recovering files without paying the ransom. The affiliate program
participants are believed to have made about $3 million.

RaaS evolution, focus
on businesses, and threats
to publish files

N
Ca3

2014 2015 2016

L2
N

TorrentLocker, VaultCrypt, Tox Ransomware,
LowLevelO4, Chimera, Linux.Encoder, CryptoWall

The popularity of CryptoLocker led to a rise in the number of threat actors
selling various pieces of malware with file encryption functionality.
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Trojans with a file encryption functionality, 2013-2014

PowerLocker Obertone Coinvault

File encoder CryptyouFiles
CTB-Locker
Gates of Cerberus

RSA Locker

TorrentLocker Exaction
Tor Locker CryptoLocker

The most widely spread crypto ransomware in 2014 was TorrentLockerd,
In that year, its owners made about $500,000.

The development of locker ransomware changed, too, as threat actors
began selling locker ransomware for mobile phones.

In February 2015, the crypto ransomware called VaultCrypt® became
active. The campaign targeted mainly Russian-speaking users. In March
2015, a full-fledged affiliate program for this ransomware was launched.
Itis worth highlighting that the offer was extremely similar to modern-day
affiliate programs.

vaulterypt 04 May 2015 - 1¢ . Fig. 28. A post about the VaultCrypt
affiliate program, 2015

t Greetings.

Our VaultCrypt team is recruiting experienced IT professionals to participate in an affiliate program that will allow you to ear six figures
With the right approach, ransomware is serious business

Here is an example of our activity:
1. More than half a million live views of VAULT topics

2. Extensive experience in thi

ea
3. Russian and English reviews are constantly published about our software from: Habrahabr, Threatpost, DrWeb, Eset, Securitylab, Avast,
Norton , Symantec, etc.
Members
our difference from others:
- work through the TOR resource ( http:/restoredzdxpmugr.onion )

- full automation:
[+] client registration
[+] client analysis and intelligent pricing (range 49 - 590 USD)

[+] payment acceptance, payment progress bar (payment in installments)

+] automatic decryption of several client files

[+] after payment is received, the program is automatically generated decryptor
[+] fixed cost in USD, and floating in BTC

[+] automatic correction of the cost in BTC for each client when the rate changes

m of discounts and deadlines (payment terms)

presence of an internal messenger for communicating with the client

[+] division of customers into categories by importance
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Another event worth highlighting is the emergence of the ransomware
called Tox in May 2015. Its affiliate program involved an online malware
builder available on a .onion website:

Fig. 29. Tox ransomware
y affiliate program, 2015

0.00000000 B

0.00000000 &

Create avirus

There are no viruses here yet

Any user could generate a ransomware sample on this website, specify
the sum required for decryption, and use it to make a profit.

Some affiliate programs were private, which meant that there were few
posts seeking affiliates on underground resources. Periodically, however,
they did appear on underground forums in search of new people to recruit.
For example, a post about a private affiliate program was published
in October 2015 on a forum called verified. The post explicitly states that
the affiliate program is not intended to be used against Russia and other
CIS countries:

Fig. 30. A private affiliate
program, 2015
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According to the author of the post, the affiliate program had been oper-
ating since as early as 2011. Given that they became interested in crypto
ransomware only in 2014, however, the statement seems dubious. Still,
it is clear that RaaS was gaining momentum at that time.

A major ransomware attack occurred in May 2015 during which the
computers of the Viethamese Ministry of Justice were infected. The
ransom amount was not disclosed. In October 2015, another attack was
carried out against the computer network of a New Jersey school district,
as part of which the threat actors demanded about $124,000. This is close
to the size of current ransoms demanded by notorious groups carrying
out ransomware attacks.

In October 2015, some users complained that their servers running
Windows Server had fallen victim to malware called LowLevel04. It became
clear that some threat groups had started using modern-day techniques.
This particular case involved RDP brute-force attacks. From that moment
on, ransomware victims were increasingly often legal entities rather than
individuals.

It is worth highlighting the ransomware called Chimera, which emerged
in November 2015. It had two distinctive features: it was used to attack
legal entities only and the hackers threatened to make the encrypted
data public.

You are victim of the Chimera® malware

0 longer function pr

o the the following a
unique key file.

Address:
Amount :

For the decryption programm and additional informations, please
visit:

If you don't pay your private data, which include picture
vid will be published on the internet in relation
name.

The threat actors did not actually publish any data, but the technique
was later adopted by all modern ransomware operators.

November 2015 also saw the emergence of Linux ransomware called
Linux.Encoder. [ts main targets are Linux servers, which are more likely
to belong to companies rather than individual users.

The most notorious ransomware in 2015 was CryptoWall®3, which was
discovered in 2014. Experts estimate that the threat actors made $18 million
in 2014 and $325 million in 2015.

Notably, the threat actors did not have a public affiliate program and only
one group was responsible for the ransomware, judging by the same
Bitcoin wallets.

GROUP-IB

Fig. 31. A threat by Chimera
to publish data, 2015
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The year 2015 was a watershed period for the evolution of ransomware:
threat actors increasingly shifted their focus onto businesses. Financially
motivated groups realized that attacking legal entities is much more prof-
itable. Such discussions can be found on underground forums:

Fig. 32. A forum discussion about
— attacking legal entities being more
profitable than attacks against

terabyte
c0000 IMHO, the locker should be shipped to all sorts of yuriks, and you can ask for much more from them. And for ordinary people to encrypt photos is somehow low.
regular users, 2015
+ Quote
User
©3
Registration
Activity

The increasing popularity
of ransomware, WannaCry

2016 2017 2018

Cerber Ransomware, KeRanger, Petya, Mischa,
Satana, ZCryptor, CTB-Locker, Locky, TeslaCrypt

As cybercriminals began focusing their attacks on companies throughout
2015, new targets were constantly discussed on underground forums:

Fig. 33. Discussion on an

underground forum about using

locker ransomware to target
SyndicaieS a company, 2015

petabyte

ecccoe Please tell me where the cryplolocker converts better, in which countries, what amount is betler (o ask for, elc.

+  Quoe
)

s
© eleven

Registration

Activity

RIPPER
eecoce

4 +  Quote
"

©s53

target of infection of legal enlities. ask for $ depending on the importance of docks / files on infected machines. in my opinion, this is the most logical option

Registration

Activity
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Cybercriminals began collecting email addresses from various corpora-
tions and government agencies to carry out attacks:

Fig. 34. Discussion about

the possibility of an attack

on organizations using pre-collected
email addresses, 2016

From this point in the report, we will not detail each new strain of ransom-
ware but instead focus only on the most interesting events that have
occurred over the years and discuss the influence they had on how the
ransomware cyber empire has evolved.

On February 24, 2016, threat actors launched one of the most infamous
and largest ransomware affiliate programs at the time: Cerber. The
extortionists demanded $500 for decryption. To pay the ransom, they
required victims to visit their website hosted in the Tor network. In July
2016, Cerber became the most widespread type of ransomware.

In March 2016, the first fully functional ransomware for Mac OS X called
KeRanger was uncovered. To spread it, cybercriminals compromised
the website of the popular software Transmission and replaced it with
an infected file.

In late March 2016, another new Trojan called Petya emerged. In addition
to encryption, the tool used another technique that was used in ordinary
ransomware in 2012, i.e., overwriting the Master Boot Record (MBR), which
ultimately meant that the victim could not even start the operating system.
A little later, along with this ransomware, the ransomware called Mischa
began to spread as well, which encrypted files without MBR if the privi-
lege to use it was restricted. In July, another strain of ransomware called
Satana began using the same technique.

In May 2016, the ransomware ZCryptor emerged. It involved a new tech-
nique that is typical of classic viruses: self-propagation to various devices.

In November 2016, researchers uncovered new ransomware samples that
used the messaging app Telegram as a C&C server for their Trojans. The
ransomware contained the bot’s API key in Telegram and reported the
infection and other actions to certain channels or directly to the attackers.
The technique is now often used in information stealers.

The most common ransomware strains in 2016 were CTB-Locker, Locky,
and TeslaCrypt.
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On May 12, 2017, users (including those on underground forums) began
complaining that their files had been encrypted with a new ransomware Fig. 35. Announcement of the new
that changes the extension to WNCRY: ransomware WNCRY, 2017

Wandecryptor, WNCRY extension or just a ransomware (help)

General issues

x Ples note that the t ] on the forum. It is not mmended t juct transactior

In general, | picked it up on the Internet (I don't know how) Wanadecryptor
Extension changes to WNCRY
People are asking for 600 bucks for cue ball

Actually discussion and question

Who kno w you can get rid of this, decrypt the files?
Files are encrypted mostly .doc (on a USB flash drive
And | also read in Google that jpg, txt and others.

During one of the malware’s attacks, about half a million machines were
encrypted in a short time. The main reason for such a rapid spread was that
the Trojan self-propagated using the exploit EternalBlue and subsequently
installed the backdoor DoublePulsar. This showed cybercriminals that
known vulnerabilities could be exploited to spread malware on a massive
scale. A little later, on June 27, 2017, another ransomware called NotPetya
used the same vulnerability for its attacks.

Current Ransomware-as-a-Service
trends emerge: GandCrab 2018—2019

N N
Fay N

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021

GandCrab, REvil, Mephistophilu

In January 2018, one of the most famous affiliate programs came to light:
GandCrab. The malware’s source code is believed to have been used
by the hacker group REvil to develop their Trojan. GandCrab is the ancestor
of almost all the major affiliate programs and trends that are still used
by cybercriminals today.
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! : Fig. 36. Description of the GandCrab
affiliate program, 2018
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GandCrab described in detail how to attack victims and pointed out that
a current popular method involved the Cobalt Strike framework.

Fig. 37. Post by GandCrab owners
on exploit.in, 2018

exploitin GandCrab Ransomware

e e We appeared on 01/28/2018 and are already working in the following areas:

@tgxmppbog  @latishhh  @latishh  @abushost jon mode and a unique initialization vector

are available. Further,

Too many contacts!

Cerber Locky, and Globelmposter Brad duncan

As can be seen from this post, the criminals began recruiting teams
of dedicated partners that focused on large targets. As such, the affiliate
program is considered the ancestor of big game hunting.

On February 28, 2018, the GandCrab web panel was hacked, which resulted
in a quarter of their private decryption keys being leaked:

Fig. 38. Message on GandGrab
hack, 2018

TSI ECITS £ Y IS e mnowan. Re6-ofep Rkiriai ¢ nosopow

GandCrab
Details.

— B

Identical re-posts  Identical Nicknames

ORIGINAL
GandCrab Rensomware

Dear ad
We are sorry for our Web part. hacked. Web coder tem version of
rab v:2.0 is being prepared by other pe ,in 2:3 days a new panel / landing page (in Ruby and reacte) will b uch better than it

by the avers. New bots that got infected after the le ible to decipher them. However, we recommend that you
reame. All payments will be made,if any. For all qu
Best regard:
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The hack did not stop the attackers, however, and on March 7, 2018, they
relaunched the affiliate program, noting that they now stored the keys
on a server separate from the administrative panel.

ORIGINAL
exploitin GandCrab Ransomware v5

29012018 10.042019
)

v, updated, u i . llations
ks o you, dear ady

Ransomware v2.
-ad cryplolocker in the whole world in just 2 months and we

cad here

@latishhh ~ @latishh ~ @tgxmppbog ~ @abushost

the new admin panel and landing page;
- removed the list of file extensions, now the cryptolocker encrypts allfiles on the PC, except for the system ones;

instant payment of your’ immediately to your wallet, no need to request a payment;
Too many contacts!

ics detections from scantime that interfered after autocript;
cleaned runtime;

ed for cach media (FIXED, REMOTE, REMOVABLE);
stem ones, using AES algorithms with a 256-bit key -the key is encrypted using

algorithm: CBC encryption mod ort (Amd / Intel);
You tum off the rts g new files and removable media

crypted, meta-data, file string parameters are absent, a combination of
KZ,MD, TJ, T, UA, UZ

nient admin panel is located in the TOR network ( onion)
tomatic payment of your ransom® to your DASH and Bitc
Detailed information about each obi

The affiliate program differed from the rest with a thoughtful approach
to working with partners, constant improvements to the malware, and the
search for new technologies to increase the conversion of downloads into
payments from customers. In February 2018, for example, the hackers
were the first to introduce DASH payments.

GandCrab thoroughly examined various methods of gaining access
to networks. In addition to typical frameworks such as Cobalt Strike and
MSF, the threat actors used various apps that helped use social engi-
neering as the main attack vector. For example, they used Mephistophilus,
a system for targeted phishing attacks.

Moreover, GandCrab was the first to officially declare that they had part-
nered with data recovery companies:

exploitin GandCrab Ransomware v2

>UuraraDoes this new ranso mean that busi uld ook to new defense methods?
generation attack: one that involves multivector attacks driving a need for threat prevention rather th
what to do about ransomware, youre ahead of the game already. The game is played on the field of b

29012018 10.042019

maller organizations should
 drives - any and alldrives attached
he explains.
rganizations need to protect themselves and have a very good layered protection plan in
e endpoint: that's the worst place to detect ransomware: he says.

s the effectiveness of pr
place. Block things at the source ver
© darkreading com

Kop# Beenu 8 akcnnyaTauio asTo jabber-bot. [ Tex, KTO He CMOT OCNHTS WM ycTakoeky TOR, i TORZWES;

@atishhh ~ @atishh  @tgmppbog  @abushost

i CTpawax Mpa: KuTal, IOwas Kopes, CILIA, Typuns u euie
Too many contacts!

We are working and hiring new advertisers. For large providers offering steady flows, large dedicated servers, and targeted
attacks — we can discuss special tems of business and software features (integrating new functionalitis)

GROUP-IB

Fig. 39. Restarting GandCrab, 2018

Fig. 40. GandCrab’s announcement
about its agreements with data
recovery companies in various
countries, 2018
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In April 2018, the hackers once again started a new trend: buying access
to dedicated servers in order to propagate attacks and gain full control
over the victim’s internal network.

T T RV 2 O

08.04.2018

GandCrab

@tgxmppbog  @atishhh  @latishh  @abushost

According to GandCrab, as of April 2018 their weekly turnover was over
$100,000. In May, the group shared statistics about their partners, revealing
that some of them earned between $100,000 and $200,000 per month.
In June 2018, the group mentioned that 315,365 computers were infected
in a month. The threat actors once again stressed that they were looking
for an APT group’ to gain targeted access to major companies.

In July 2018, GandCrab concluded 210 contracts with data recovery
companies worldwide. In the same month, a new version of GandCrab
was released, which allowed for automatic encryption of network drives.
The feature was later used in other ransomware. After one of the first
Initial Access Brokers (IABs) left the public access market, a huge number
of new offers to sell access appeared on underground forums. Read more
about this in the report entitled: Unexpected guests: The sale of access
to corporate networks. GandCrab was the first group to regularly purchase
access from |ABs.

In August 2018, GandCrab changed the requirements for accepting new
partners: potential partners now needed to pass an interview to join the
program. This practice was later adopted by other attackers.

Based on other messages from the criminal group, GandCrab used
an exploit kit called Fallout to gain access.

In September 2018, GandCrab released another update. The attackers
claimed that their monthly income amounted to more than $1 million.
Their innovative features included a PowerShell script builder added
to the administrative panel, which allowed a payload to be downloaded,
thereby bypassing anti-virus systems. In addition, encrypted files now
had dynamic expansion, which means that they changed from machine
to machine. What is more, GandCrab operators partnered with the crypter
service NTCrypt.

In the following October update, the developers implemented Mimikatz
in their solution to automate the collection of credentials. The threat
actors also openly declared a fight against other ransomware operators,
as they considered it unacceptable to encrypt the same victims twice.

GROUP-IB

Fig. 41. GandCrab’s message
about buying access, 2018
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On October 17, 2018, the attackers announced that they were providing
a free decryptor to Syrian citizens. As a result, on October 27 anti-virus
companies obtained the master key by analyzing the generated keys and
created a universal decryptor. In response, on October 28 the attackers
developed a new master key and began transitioning to a new encryption
scheme that did not depend on it.

In the October 31 update, the ransomware had the function of scanning
for RDP and brute-forcing RDP within the network using passwords
obtained by Mimikatz.

InJanuary 2019, GandCrab launched a new service for monetizing remote
access to compromised corporate networks gained by third-party threat
actors. GandCrab was looking for entry to corporate networks through RDP
or VPN software. If forum members could provide GandCrab with entry,
the group would try to deploy its ransomware onto the victim network
and split all proceeds. Alternatively, the group offered to buy the access
in question after assessing it.

— B

Identical re-posts  Identical Nicknames

ORIGINAL

Monetization and purchase of access

D een opened in our affliate program, engaged in monetizing your access.

orks with a domain (preferably a tree of domains)
@atshhn | @latishh | @1gxmppbog  @abushost th et user’s USERNAM

ain and net group “Domain Administrators” / domain

Too many contacts!

In February 2019, another attack was carried out against GandCrab
servers during which the secret keys were obtained again, which led
to the appearance of yet another decryptor.

On May 31, 2019, GandCrab suddenly left the market.

bccbeonocfopoucekorno weymebororuooercn

[NAPTHEPKA] GandCr
31052019

exploitin [ 31.03.2018 01062019 262 2242

GandCrab
Details

B

s Identical re-posts  Identical Nicknames

exploitin [PARTNER] GandCrab Ransomware v5

29.01.2018 10042019

@atishhh ~ @latishh ~ @1gxmppbog ~ @abushost

Too many contacts!
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Fig. 42. GandCrab’s message about
the group’s new monetization
service, 2019

Fig. 43. GandCrab’s message about
terminating their activity, 2019
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In the group’s last message, GandCrab’s owner asked all parties involved
to delete their accounts and anything else connected to GandCrab.

Fig. 44. Post asking to delete
all threads and posts related
to GandCrab, 2019

@exploitin (1 14.06.2019-19.062019 219 =22

Details

— — B1

details  Identical re-posts  Identical Nicknames

10.04.2019

@tgxmppbog ~ @latishhh ~ @latishh  @abus!

Too many contacts!

Current trends: double extortion,
the emergence of DLS, affiliate
programs forbidden on forums

N N
Fay raS

2019 2020 2021

Ransomware Snatch, ChaCha/Maze, REvil, Babuk

In March 2019, an advertisement for the new Ransomware Snatch affiliate
program appeared on the forum exploit.in:

Fig. 45. Announcement about a new
affiliate program called Ransomware
Snatch, 2019
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One of the affiliate program’s distinctive features was that it did not work
with traffic and downloads, but instead focused exclusively on attacks
on corporate networks.

On April 28, 2019, a user with the alias truniger published an interesting
post on exploit.in. The user mentioned that Citycomp’s network had been
hacked and encrypted, and that all its data had been exfiltrated.

Fig. 46. Message about Citycomp
data being compromised, 2019

Details.

According to the attacker, the company had refused to pay the ransom
for the decryption, so some threat actors decided to make their data
publicly available:

Fig. 47. Citycomp data being

Who is a Citycomp? TEEE el A0

As a multi-vendor service provider, today we maintain over 70,000 servers and storage systems of every
type and size in 75 countries. We also support over 500,000 units of clients’ hardware (PCs, workstations,
printers, cash registers).

Our engineers are specialists in the field of servers and storage. We are aiso fully skilled in the networks
and desktops field. Our engineers spent many years with different manufacturers servicing server and
storage system hardware prior to foining CITYCOMP Service GmbH, and received first-class training.

We gradually won our clients’ confidence through delivering proven quality and through being client-
centred, and they responded by entrusting more and more of their systems to us. Many data-centre
operators have appointed us as their strategic partner for safeguarding the operational status of their
critical IT systems, and in on-site service situations our engineers deliver IMAC/D/R* and rollout services.

312 570 files in 51 025 folders, over 516 Gb data financial and private information on all clients, include VAG, Ericsson, Leica,
MAN, Toshiba, UniCredit, British Telecom and efc..

Downloading of files will be available Apr, 31, 2019

Best regards: imboristheblade@protonmail.com

Permanent link: httpz//snatchvwddns6zto.onion (to open via TOR browser)

The resource on which the data was published also indicated the .onion
domain where the threat actors planned to store the leaked data in the
future: snatchvwddns6zto.onion.
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When discussing the leak, the user clarified that they had initially intended
to publish the data if the company refused to pay the ransom:

Fig. 48. “This information was
intended to be published”, 2019

Further analysis revealed that truniger was involved in gaining access
to networks and had worked with the GandCrab affiliate program. It is likely
that truniger then switched to the Snatch affiliate program. Later, the
domain snatchvwddns6zto.onion was used to publish data about companies
that refused to pay ransoms. This was the first time that a ransomware
group put double pressure on a victim. Other groups did not immediately
adopt this technique, however.

In May 2019, researchers detected a new ransomware, initially named
ChaCha (after the encryption algorithm), that was distributed using the
exploit kit Fallout. In the past, this EK was used by GandCrab. In June
2019, the malware operators named the ransomware in question Maze.
The most noteworthy event happened in November 2019: the crim-
inal group registered an account on the underground forum xss.is and
posted a message about Allied Universal’s data being compromised
and encrypted. The victim contacted the group but refused to pay the
ransom even after being given evidence of the hack. The attackers then
published 10% of the data on an underground forum:

Fig. 49. Post about Allied
Universal's data compromised, 2019

Details

— o

Idontical re-posts  Identical Nicknamos:
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In the same post, the user announced that they would send the remaining
90% of the compromised data to WikiLeaks if the company did not pay
them. They also warned other companies that this will be the case for
anyone who refuses to pay.

In December 2019, Maze realized that the best way to put pressure
on their victims would be to create their own Data Leak Site (DLS) where
they could publish data belonging to companies that refused to pay the
ransoms. As a result, on December 9, 2019, they registered the domain
mazenews.top, which Maze used to publish leaks. The first leaks were
published on December 15.

Fig. 50. Maze DLS website, 2019

e from Maze Team ir

vare from Maze Team ir

about crypto-ra om Maze Team in

The tactics used by Maze and Snatch were later adopted by most known
ransomware operators.

The last significant event in the evolution of RaaS occurred in May 2021.

Following large attacks by various groups, especially REvil, forum owners

banned advertising affiliate programs on underground forums. They

explained that spreading ransomware drew too much attention to other Fig. 51. Ban on lockers

hacker activities. on an underground forum, 2021

“g 'II‘§I No more ransom! Friends, on our forum 10CKers (Ransomware) and everything connected with them are_prohibited . Namely:

« Ransomware affiliate programs;
admin = Ransomware rental;
« sale of lockers (ransomware software);

All topics matching this rule will be removed. Fortunately, only a few of them were found

More detailed explanation. Reasons.

Its not a secret for anyone, | personally don'tfike lockers, why? Few lockers are technically interesting. Most of them (not all) are mediocre technical tools.

The main purpose of the DaMaGeLaB forum is knowledge. We are a technical forum, we learn, research, share knowledge, write interesting articles. The goal of Ransomware Is Just to make money. The goals are not the same. No, of course, everyone needs money, but not to
the detriment of basic aspirations. We are not a market or a marketplace.

Degradation on the face. Newbies open up the media, see some crazy virtual millions of dollars that they will never get. They don't want anything, they don't earn anything, they don't code anything, they just don't even think, the whole essence of being comes down to “encrypt -
get 5", They Just run to github, look for locker Sorts there and run to encrypt everything they see. Since our forum s aimed at beginners, this factor is important to us.

Too much PR. Lockers (ransom) have accumulated a critical mass of nansense, nonsense, hype, noise. When you meet the * Ransomvarny negoliator * Profession , you understand that you are in the looking glass o just crazy. Moreover, 0% of this madness was created
artificially, feeding this hype. Those who make good money on this noise (exchanges, insurance, intermediaries, media, etc.)

Policy and hazard level. Peskov is forced to make excuses i front of our overseas “friends” - this is some kind of nensense and exaggeration. The word ranso was equated with a number of unpleasant phenomena - geopolitics, extortion, government hacking. This word has
become dangerous and toxic

Lockers will exist for a long time. This phenomenon was too loudly promoted
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A day later, another major underground forum, exploit.in, joined the
movement “No more ransoms!”: Fig. 52. Locker ban on exploit.in, 2021

Remove affiliate programs of lockers from the forum. .

Author: admin ,

n 2 3 a4 5 6 FORWARD » Page 10f10 v
admin
<forum.status>
LYIYTYYYYYY Good day,

We are glad to see pentesters, specialists, coders.
But they are not happy with lockers, they attract a lot of attention. The very type of activity is not pleasant to us in view of the fact that everything is located in a row, we do not consider it advisable to be
present on our forum, partner programs of lockers.

Admin It was decided to remove all affiliate programs and prohibit them as a type of activity on our forum.
©1154

All topics related to lockers will be deleted.
Registration

Activities n
=]

* advertisment@exploit.im
4K support@exploit.im

25 oxygen@exploit.im

%R jabber_support@exploit.im

This did not stop the attackers, however. In July 2021, instead of data
belonging to compromised companies, an advertisement for a new forum
called RAMP appeared on the DLS page run by the group Babuk:

Fig. 53. New RAMP forum allowing

RAMP:) Raa$ offers, 2021

Mel 3arenAem uto Ransomware kak UCKyCTBO

_

You are not logged in Topics: Active | Unanswered

Index » HoBoctn » OTKpbITME NNoOLW@aKK

Pages: 1
TetyaSluha Yesterday 12:49:06 #
Admin Hey alll

Due fo the recent events of ransomware being forbidden on other platforms, it is ime to create our own
resource on which successful people can be protected from being ripped off by RaaS services. We will
also create a community for communicating. As resource administrator, 1, TetyaShluha, am launching a
series of articles on penetration testing to cover information you can't find on other resources

You can find information about me with the key babuk

I currently don't have anything to do with the babuk team. | also recommend that this product is
blacklisted by security firms and data security companies.

Registered: Yesterday

Posts: 3
Offline
Pages: 1

Index » HosocTu » OTKpLITUE NNOLIAAKN

According to the forum’s creators, its main goal is to provide a hew platform
for advertising ransomware affiliate programs. The following programs
soon began to be advertised on the new platform: Lockbit v.2, Avos,
Caodabi Locker, RTM, and Hive.

GROUP-IB




ANALYSIS OF CURRENT 05
RAAS TRENDS

HI-TECH CRIME TRENDS 2021/2022

Public affiliate programs

As mentioned in the section above, RaaS began gaining momentum back
in 2014. However, all modern affiliate programs emerged on the back
of the glory gained by the criminal group GandCrab.

By public affiliate programs (RaaS), Group-IB refers to forum messages
offering to collaborate with a ransomware operator in order to spread
malware in return for a percentage of the ransom. Previously, such affil-
iates were mainly cybercriminals involved in downloading traffic and
malware. Now that Big Hunting Game is on the rise, such partners are
professional “dark” penetration testers or Initial Access Brokers who
gain access to networks belonging to large companies for the purposes
of reselling the access or taking part in ransomware affiliate programs.

14

GROUP-IB

GROUP-IB.COM

Fig. 54. Dynamics of new affiliate
programs emerging on underground
forums
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Since 2019, 51 offers of various affiliate programs (Raa$S) have been
published on underground forums. Among them were common Raa$S such
as LockBit, Hive, SunCrypt and Avaddon, as well as others that never
became popular (e.g., realOnline Locker, Keystore Locker, Jingo Locker).

During the reporting period (H2 2020—H1 2021), 21 new affiliate programs
emerged on underground forums, which is 19% more than during the
previous period (H2 2019—H1 2020), when there were 17 programs. In total,
34 new affiliate programs were identified in 2020 and 2021.

It is noteworthy that there are still private RaaS programs that hackers
can join if they know the right people to contact. In addition, some
affiliate programs are being readied, as developers hone their malware
to encrypt data. For example, in 2021 Group-IB identified 12 new affiliate
programs on underground forums. Four (Babuk, Lockbit, Avos, Hive) have
well-known DLS resources for publishing data. During the same period,
however, Group-IB discovered 29 new DLS resources (not including the
above), which suggests that private affiliate programs are behind them.

As can be seen in the above graph, new affiliate programs were most
popular in the second half of 2020. In 2021, their number dropped sharply:
in the first three quarters of the year, only 12 new affiliate programs
appeared on forums, which is 14% less than in the second half of 2020.

The main reasons for the decrease are the following:

1. Publications on new RaaS programs were banned on major under-
ground forums.

2. Many Initial Access Brokers began to openly sell their goods on under-
ground forums, which allows ransomware groups to select victims
directly on the forums, like in a store.

Between H1 2019 and H2 2021, at least 15 underground forums run
by Russian-speaking administrators were used to advertise RaaS programs.
The main resource was exploit.in (before its administrators banned RaaS
in May 2021). The top three forums also include RAMP and xss.is:

N
N

| exploit.in

| RAMP

O

| xss.is
center.bz
crdclub.ws
sindicat.biz
xakfor.net
sky-fraud.ru
wwh-club.net
unity
v-h.su
maza
darknet.ug

badkarma.ru

RirlRrlRrIRrRIRrRIRIRrRIRrRR,RD®

bhf.io

GROUP-IB

Fig. 65. Distribution of RaaS

on underground forums, 2019-2021

H1 2019
H2 2021
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After RaaS was banned on exploit.in, RAMP quickly gained in popularity.
The diagram below shows a timeline of when affiliate programs appeared

on underground forums starting in 2019. Private affiliate programs are

not included on the list.

1 — Date
2 — Name
3 — Forum alias

Raa$S 2019
Phobos Everyone Locker Scourge Locker
Phobos777 Everyone Scourge
BitOK (AKA gabonoso) . Winni Locker
BitOK realOnline Locker Winni
realOnline
Snatch Team Rapid Ransomware
BulletToothTony NEMTY Rapld
jsworm
Phobos 2 Ghostinweb Locker
Derxan ghostinweb
C ( O-O O O-O O O >
Buran (AKA Zeppelin) Major Ransomware
buransupport Scr00ge
REvil Jingo Locker
Unknown (AKA UNKN) jingo
SWORM (AKA JSWORM) Keystore Locker
jsworm keystore
Raa$S 2020
Johnberrimor Locker Gekkon Locker LockerBe
johnberrimor Gekkon jimjones
LockBit Cryptex Locker Ranzy
LockBit cryptex ranzycorp
MAKOP Gothmog Ransomware Darkside
makop Eastfarmer darksupp
Mrcrypt Locker Exorcist Ransomware Xela Ransomware
Rondoframe2020 youpartner MaxCarding
/ \ O‘C >
Gretta
GrettaMW
Avaddon
Avaddon Crylock Jasper Ransomware,
crylock HIBIKI Locker
Gookee Ransom dzhaspr,
gookee Antex Locker HIBIKI
antex
NetWalker SunCrypt Purepass Locker
Bugatti SunCrypt purepass
GROUP-IB
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RaaS 2021

Oday Ransomware RastarFarEye Locker
Odaylnight RastarFarEye
Slap Avos
SD2019 Lockbit v.2
Babuk RTM
babuk RTMTeam
Hive
kkk
—-0—0 0—0—0 0—O O O O o—o0 >
Galaxy Ransomware Avos
Artem2245 AvoslLocker
Cipherpunk Locker
cipherpunk
WiseguyO1 Locker Caodabi Locker
WiseguyO1 caodabi

Analysis of ransomware attacks
based on data published on DLS’

As noted in the previous section, DLSs are used by ransomware oper-
ators as a double extortion technique, i.e., it exerts additional pressure
on victims to pay ransoms. As a rule, ransomware operators promise
to remove the compromised data from the DLS or to not make it publicly
available after the ransom is paid.

The situation is different in real life, however. According to Group-IB research,
even if an ad is removed from the DLS, links that lead to the compromised
files (located on other servers used by other cybercriminals) remain
accessible.

The technique was first used by the group Snatch, but it was made popular
by Maze, probably because the latter was better known.

The graph below shows which ransomware operators started using DLSs
to publish data in chronological order
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Ransomware operators using DLS, 2019-2021

2019 2020 2021
Nickname

Team Snatch —
MAZE

Pysa

Lorenz

Cuba
NetWalker

DoppelPay

NEMTY
Sekhmet

Blactor

Nefilim
AKO

REvil

Ragnar Locker

SunCrypt
Darkside

Clop

Conti

Avaddon

Lockbit

Mount Locker

Egregor

Ranzy Locker

Pay2key

RansomEXX

Everest

Ragnarok

Babuk v.1

Astroteam

LV v.2

Vv

Prometheus

El_Cometa

Marketo

XingTeam

N3tw0rm
VFO

Vice Society

Grief
Payload

Babuk v.2

hive

Avos Locker

Ragnarok v.2

Lockbit v.2

Quantum

Haron

Lock_data

Hotarus

Black Matter

yte v.1

Groove

Karma Leaks

Comming Project

Darkrypt

Bonaci group

Atom Silo

v.2

Spook

"
il |

Moses Staff
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As noted in the previous section, the number of new affiliate programs

decreased in 2021. This does not prevent new DLSs from emerging,

however, which means that many ransomware operators continue Fig. 56. The emergence of new Data
to be active without public affiliate programs. Leak Sites, 2019-2021

18

1

2019 H2 2020 H1 2020 H2 2021 H1 2021 H2

As can be seen from the graph, the number of new Data Leak Sites for
publishing data exfiltrated from encrypted networks increased by 115% (from
13 to0 28) in the two periods spanning H2 2020 and H1 2021, as compared
to H2 2019-H1 2020.

As aresult, more and more data belonging to new victim companies has
been published on DLSs. During the analyzed period (H2 2020-H1 2021),
data belonging to 2,371 companies was leaked on DLSs. Moreover, during
the previous period (H2 2019-H1 2020) only 229 companies were exposed,
which means that the number of companies affected has grown by 935%.

As such, for the whole of 2020, data belonging to 1,335 ransomware

victims was publls.hed on DLSsl, alnd in the ﬂrsfc three q.uar'.cers of 2021 Fig. 57. Increase in data publications
alone, data belonging to 1,966 victims was published, which is 47% more about compromised companies
than for the entire previous year. on DLSs, 2020-2021

713

2020 Q1 2020 Q2 2020 Q3 2020 Q4 2021 Q1 2021 Q2 2021 Q3
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Group-IB experts emphasize that this statistic also partially reflects the
fact that more people fall victim to ransomware operators, but it does not
reflect the real number of victims. For example, an analysis of Hive’s admin-
istrative panel and the amount of data published on the DLS revealed
that only 13% of the group’s victims were publicly exposed. This means

that the real number of victims may be 10 times higher.

, . A Fig. 58. Distribution of victims
In 2020, the most active groups were Maze, Egregor, Conti, and REvil. exposed on DLSs by ransomware

These groups posted about the most companies on DLSs: operators, 2020

1 MAZE 259 194
I Egregor 204 15.3
I Conti 173 13.0
I REvil 141 10.6 2020
Pysa 123 9.2
NetWalker 121 9.1
DoppelPaymer 105 7.7
Ragnar Locker 24 18
Darkside 24 18

In 2021, the situation changed: the percentage of companies victimized
by major threat actors fell while the number of small groups of ransom-
ware operators increased. Nevertheless, Conti remains the leader in terms Fig. 59. Distribution of victims
of the number of victims, followed by Lockbit: by ransomware operator, 2021

I Conti 361 16.5
I Lockbit 251 115
I Avaddon 164 7.5
I REvil 155 71
Pysa 118 5.4
DoppelPaymer 99 4.5
Darkside 75 3.4
Clop 73 33
Marketo 63 29
Grief 52 24
Prometheus 48 2,2
hive 48 22
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The United Stateswere the country attacked most often in 2020, followed
by Canada and the United Kingdom. The top five attacked countries also
included France and Germany:

The situation did not change significantly in 2021 for the countries with
the largest number of ransomware victims. France appeared in the top
3, however, while Germany fell to sixth place.

In 2020 and 2021, the regions with the most victims were North America,
Europe and the Asia-Pacific region:

2020 2021

North America 845 North America
Europe 324 Europe

APAC 82 APAC

Latin America 41 Latin America
Middle East 27 Middle East
Africa 14 Africa

Other 2 Other

GROUP-IB

Fig. 60. Distribution of victims
by region, 2020

= US 740
I+l Canada 97
22 UK 78
I I France 66
== Germany 50
I Italy 43
&8 Australia 29
= Spain 27
=3 Brazil 24
India 16
K3 Switzerland 13

Fig. 61. Distribution of victims
by region, 2021

= US 968
I+l Canada 110
I I France 103
Si2 UK 92
i Italy 76
== Germany 72
= Spain 42
&8 Australia 41
=1 Brazil 39
India 24
— Netherlands 22

Fig. 62. Distribution of victims
by region, 2020-2021
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The main industries targeted in 2020 were manufacturing, real estate, Fig. 63. Distribution of victims

and transportation: by industry, 2020
* Manufacturing 142
# Real estate 132
& Transportation 113
Commerce and shopping 82
2 Professional services 81
® Healthcare 71
B |nformation technology 66
7 Education 57
® Financial services 57
& Other industry 53
® Government and military 53
# Food and beverage 50
 Science and engineering 46
® Consumer goods 42
I Energy 35
# Administrative services 34
W Messaging and telecommunications 25
¥ Privacy and security 21
o Consumer electronics 20
= Media and entertainment 20
+ Travel and tourism 19
* Software 16
T Clothing and apparel 15
= Natural resources 14
@ Hardware 12
s Agriculture and farming 10
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The situation in 2021 remained almost unchanged, which suggests that

attackers mainly targeted the same types of companies that they believe Fig. 64. Distribution of victims
to be the most profitable. by industry, 2021
2 Manufacturing 210
# Real estate 207
® Transportation 178
2 Professional services 169
© Financial services 140
® Commerce and shopping 128
® Healthcare 125
Other 104
& Information technology 97
® Government and military 82
# Food and beverage 79
% Science and engineering 75
# Education 70
I Energy 50
# Administrative services 45
® Consumer goods 43
@ Hardware 40
W Messaging and telecommunications Sil!
= Media and entertainment 30
® Privacy and security 29
+ Travel and tourism 27
* Software 27
* Clothing and apparel 24
@ Consumer electronics 23
= Natural resources 23
B Sales and marketing 21
= Data and analytics 18
s Agriculture and farming 16
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Overview of tactics, methods
and techniques used
in ransomware attacks

The market for ransomware as a service (RaaS) has rapidly expanded and
many financially motivated groups have shifted their focus to ransomware o
attacks, two factors which both led to a spike in the number of investi- 60 /o

gated incidents of this kind. In Q1-Q3 2021, 60% of all incidents

investigated by Group-IB were

In Q1-Q3 2021, ransomware attacks accounted for over 60% of all
ransomware attacks

incidents investigated by Group-IB. However, despite the fact that this
type of attack has increased rapidly and that many different cybercriminal
groups have been involved, there have been substantial overlaps in the
tactics, techniques and procedures used by attackers. Furthermore, the
typical set of ransomware techniques and tools has remained essentially the
same. This may be because these tools have been reliably proven to help
attackers achieve their goals, as well as to create training materials that

allow even inexperienced hackers to get involved in malicious activities.

. . - . ) Fig. 65. Conti’s affiliate program
A good relevant example is the Conti affiliate guide, which was made guide, made publicly available

public in August 2021 by a former participant known as mlGeelka. in 2021

Q@ | ® Please

ote, if you want to make a deal with this user, that it is blocked

m1Geelka Stupid scam, not actual work. They are recruiting pentesters, suuuure.... Gathering people to work on Active Directory networks, use the Conti locker. I'm leaking
A secous their IP addresses of cobalt servers and training material. $1.500 sure they are recruiting losers and split the money and feed guys with promises that they would
Apr 29,2000 let them know when the victim pays. The admin was in the chat - Tokyo, their jabber 301 @st Know this faggot! I've already sent the data where
52 | should, they can change the server data and everything else. For workers, I'm publishing all training material =)
Reaction sc 2% All good

Their Tor chat - bk7aar42i5nn4hx6se4gbxy7rijvz4z3hqwiekbhy5orv7yg2obja5ad.onion
The person who is hiring for the so-called pentesting work - 25 &5 & %2 - hiy X s/mer their jabber - it_work
Attachments
—— the connect disiog. You M the cornect dalod

I

I ——

£\ Report rjLike +Quote <5 Reply

| (D rioterebos, PrallTiller, thefirewall and 10 others

Another factor that has significantly influenced the volume and success
of ransomware attacks was the development of a market for initial access
brokers, which allowed many attackers to gain easy access to networks.
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In general, similarly to the previous reporting period, the most commonly
used initial access techniques were:

» Compromising remote access services

* Phishing

* Exploiting publicly-facing applications

21% 26%

Use of RDP and VPN

The most common method of compromising remote access services
remains attacking publicly accessible terminal servers with available Remote
Desktop Protocol (RDP) connections. In such cases, attackers most often
gain access by brute-forcing passwords, for example by using NLBrute.

In some cases, attackers exploited the BlueKeep (CVE- 2019-0708)
vulnerability. Despite its instability, this technique proved to be effective
in some cases.

The lack of multifactor authentication allowed attackers to actively compro-
mise accounts and establish connections via VPNs. Moreover, a number
of vulnerabilities (including old ones such as those in Pulse Secure and
Fortinet) also made it possible to use VPNs to access corporate networks.

The popularity of RDP and VPNs is visible on underground forums, too:

We will buy access from you

Hil

We're recruiting regular brokers of access to corporate networks
We buy vpn, rdp, citrix access with domain administrator rights
Country criteria (except Russia and CIS) and revenue:

USA - from Skk

Europe - 20kk

Third world - 40kk

We'll also consider individual cases with little deviation from the criteria

The types of activity we do not accept: healthcare, education, government, non-commercials
Contacts in PM

Adeposit on this and the neighboring forums has been made, link is in PM

We're also willing fo take your access with a commission

GROUP-IB

Fig. 66. Breakdown of methods used
to gain initial access, 2020—2021

47%

RDP protocol

for connecting users to remote
desktops through terminal servers

Fig. 67. A post about wanting to buy
access to corporate networks
on an underground forum, 2021



Almost immediately after the post was published, recent vulnerabilities
allowing initial access to networks were exploited in ransomware attacks.

For instance, Conti and AvosLocker affiliates actively used ProxyShell
(CVE-2021-34473, CVE-2021-34523, CVE-2021-31207), which enabled
them to attack vulnerable Microsoft Exchange servers in much the same
way as state-sponsored groups.

Another example is HelloKitty: ransomware that gained prominence
after attacking CD Projekt RED in which affiliates exploited vulnerable
SonicWall devices. They first used an old vulnerability (CVE-2019-7481),
then a recent one (CVE-2021-20016).

In some cases, attackers used zero-day vulnerabilities. A good example
is the REvil affiliate attack against Kaseya that exploited zero-day vulnera-
bilities, which were subsequently labeled CVE-2021-30116, CVE-2021-30119
and CVE-2021-30120.

Use of botnets

To gain initial access, ransomware operators continue to actively use
popular botnets, in particular lcedID, Qakbot, Hancitor, and Trickbot.

As.often as rlwolt, the content of emalls sent by thrgat ?.CtOFS |§ trivial, Fig. 68. Contents of a malicious
while the malicious document that is attached contains instructions for document used by Hancitor
running a macro that will download a bot to the compromised computer. operators, 2021

This document is protected L

To open the document,
follow these steps:

This document is only available for deskio

or laptop versions of Microsoft Office Word

“lick Enable editing button from the yellow
har abowe

Ince yau have enabiled editing, please click
Enable content button from the vellow bar
above

In some cases, attackers also exploited vulnerabilities to download and run
malicious code. For example, BazarLoader operators (active distributors
of Ryuk ransomware) exploited a vulnerability in MSHTML (CVE-2021-
40444) to infect documents shared by email.

In addition to traditional phishing, BazarLoader operators also used vishing.
They sent emails containing information about a paid subscription and
phone numbers to cancel it. The victims who called were told to visit the
website and download a subscription cancellation form, which was in fact
a malicious document.
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Top Cook - Home Cooki X | +

Fig. 69. An example of a phishing
website that users visited after
communicating with the attackers,
2021

> ¢ @ & hpsiiprepearfood.us % O # | Q Suchen aos »

Simplify Home Cooking

Cooking Recipes

salads

Post-exploitation techniques

With regard to post-exploitation, Group-IB experts identified the attack Fig. 70. Techniques popular with
techniques most frequently used in security incidents. attackers, 2020-2021

100% 100%

Command Remote Remote System Impair 0S Credential
and scripting Services Discovery Defenses Dumping
interpreter

Encrypted Inhibit system Exfiltration Signed System
data for recovery over Web binary proxy services
impact serwice execution

Use of command and script interpreters

Traditionally, command and script interpreters are widely used in attacks.
Threat actors used them in 100% of incidents investigated by Group-IB

The following interpreters are especially noteworthy:

* Windows command prompt
» PowerShell

* Visual Basic

» JavaScript

GROUP-IB
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The first two are traditionally used by threat actors at various stages
of the attack lifecycle, while Visual Basic is actively exploited by malicious
macros. JavaScript is less common, which means that it is more difficult
to detect and more likely to result in the target being compromised.

IcedID operators, who have worked with representatives of various affil-
iate programs, used JavaScript files packed in ZIP archives to deliver
payloads. Links to the archives were posted on Google sites, which threw

the victims off their guard. Moreover, victims were asked to log into their Fig. 71. An archive with a malicious
Google account, after which the archive was downloaded automatically. JavaScript file, 2021
& File Download x | + = O X
£ C ® () https/firebasestorage.googleapis.com/v0/b/app9-96 J,. s ‘
Downloads bl

What do you want to do with Stolen Images Evi...

Open Save as b

See more

File 'StOIen Imuguo e VIV T TV
Is ready for download

Your download should begin automatically.
Didn’t work? Try downloading again.

Download my file

The group OldGremlin, which attacked companies in Russia by actively
using the NodedS interpreter, is especially worth highlighting.

In most cases, gaining access to the corporate network is merely the first
stage of an attack lifecycle. Attackers use any means available to escalate
existing privileges and move across the network. This claim is corrobo-
rated by the fact that Group-IB has seen remote access services used
in attacks 100% of the time.

Remote Desktop Protocol (RDP) remains one of the most common methods.
Some threat groups even have specific scripts to enable this type of access.

For example, REvil affiliates have used the following script:

(Get-WmiObject Win32_TerminalServiceSetting -Namespace root\cimv2\
TerminalServices).SetAllowTsConnections(1,1)

(Get-WmiObject -Class «Win32_TSGeneralSetting» -Namespace root\cimv2\
TerminalServices -Filter «TerminalName='RDP-tcp'»).SetUserAuthentica-
tionRequired(0)

Set-ItemProperty -Path ‘HKLM:\System\CurrentControlSet\Control\

Terminal Server\WinStations\RDP-Tcp’' -name «UserAuthentication»
-Value 1

Enable-NetFirewallRule -DisplayGroup «Remote Desktop»
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The Server Message Block (SMB) protocol is no less popular, for both
moving across the network and deploying ransomware.

Methods of collecting data on remote systems

No discussion about moving across networks would be complete without
mentioning methods of collecting data about remote systems. Attackers
actively rely on various network scanners as well as Active Directory data
collection tools. However, some cases involved Windows admin tools,
such as PowerShell:

Get-ADComputer -Filter {enabled -eq Strue} -properties * | select
Name, DNSHostName, OperatingSystem, LastlLogonDate | Export-CSV C:\
temp\AllWindows.csv -NoTypeInformation -Encoding UTF8

Scenarios to neutralize defenses

It would be nearly impossible to successfully deploy ransomware without
neutralizing defenses first. Pre-recorded scripts are often used for this
purpose and they are run on target hosts by modifying a group policy
or PsExec. Moreover, many samples of ransomware also contain lists
of defensive processes and services to be disabled while running the
malware. For instance, “sophos” (a string referring to a popular antivirus
tool) was among strings used by a sample of BlackMatter ransomware
to identify processes and services to disable.

Account data dumping

Account data dumping remains highly popular. In addition to widespread
tools such as Mimikatz, which are easily detected by network defenses,
hackers have begun to use subtler methods, including some based
on exploiting built-in Windows elements. One example is comsvcs.dll,
a library allowing for a memory dump of a specific process, including
Isass.exe:

rundl132.exe C:\windows\System32\comsvcs.dll, MiniDump 960
C:\Users\Public\lsass.dmp full

Attackers used data encryption for extortion in 89% of the incidents
investigated by Group-IB. The remaining 11% is explained by malefactors
restricting themselves to downloading data and customers detecting
suspicious activity before ransomware was deployed.

As part of the same 89% of incidents, attackers breached system recovery
tools by damaging Windows backup shadow copies. This functionality was
sometimes a part of the ransomware itself and sometimes implemented
through scripts. Usually, either vssadmin or Windows Management Instru-
mentation was exploited for the purpose:

wmic shadowcopy delete /nointeractive

Using web services

Many groups engaging in ransomware attacks still actively download
data from compromised networks. Web services are often used for that
purpose. Various cloud storage systems are especially popular: MEGA,
DropMecFiles, and SendSpace to name just a few.
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Executing code through a signed application

Speaking of popular post-exploitation techniques, we cannot overlook
execution of code through a signed application. Exploiting rundll32.exe
and regsvr32.exe are good examples of this technique. For example, IcedID
operators used rundll32.exe to launch the uploaded malicious payload:

C:\Windows\System32\rund1l132.exe»
«C:\users\public\leftSwapStorage. jpg,PluginInit

Using system services

The last technique is the use of system services. The method largely has
to do with criminals’ propensity to frequently use PsExec and its imple-
mentations, including those that are part of post-exploitation frameworks
such as Cobalt Strike.

Top 10 most popular tools used
in ransomware attacks

A list of the ten most popular tools encountered by Group-IB experts
in their response to ransomware attacks is provided below.

71%

Fig. 72. The most popular tools used
by ransomware operators in 2021,
according to Group-IB

SoftPerfect Cobalt Strike

e Ao ADFilnd PsExec Mimikatz RClone ProcDump

As noted above, one of the key goals for ransomware operators is to iden-
tify vulnerable remote systems to be able to move through the network
or deploy ransomware. The most popular tool to achieve this goal
is SoftPerfect Network Scanner, a commercially available network
scanner which was found in the toolkits used in 71% of all the attacks
investigated by Group-IB.

GROUP-IB

Impacket

Process Hacker

lobit Unlocker
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Cobalt Strike was another highly popular tool. Group-IB detected its
use in 57% of all incidents. In some cases, attackers replaced bots with
Beacon, the main payload of Cobalt Strike, for their phishing campaigns.
Attackers have thus been sending phishing emails with malware-infected
document attachments to deliver the Squirrelwaffle loader, which was
then used to load Cobalt Strike Beacon.

Almost as often as Cobalt Strike, attackers used ADFind, a tool for
collecting Active Directory data. Attackers loaded ADFind in the early
stages of an attack to explore the compromised infrastructure. It was
usually launched using scripts, for example:

adfind.exe -f «(objectcategory=person)»

adfind.exe -f «(objectcategory=organizationalUnit)»
adfind.exe -f «objectcategory=computer»

adfind.exe -gcb -sc trustdmp

adfind.exe -f «(objectcategory=group)»

adfind.exe -subnets -f (objectCategory=subnet)
adfind.exe -sc trustdmp

As noted above, one of the goals for ransomware operators is to navigate
through a network, which includes executing commands and malicious code
on remote hosts. In relation to this, traces of PsExec have been identified
in approximately half of all incidents investigated by Group-IB, both as a way
to run commands and as a direct method of propagating ransomware.

Mimikatz, a tool for extracting account data and memory dumps, is still
relevant. Moreover, criminals are also using its variants, e.g. the Invoke-Mim-
ikatz version for PowerShell and the Python-focused version Pypykatz.

Some ransomware operators have made life easier for their affiliates
by expanding their arsenal with tools for automated data collection and
downloading. StealBit by LockBit ransomware operators is a good example.
However, many affiliates still use their own tools to download data from
compromised systems. RClone has become the most popular tool for this
purpose. Group-IB observed its use in 39% of all ransomware incidents.

Given that popular tools for extracting user account data from memory
are easy to detect, some criminals resort to legitimate tools for dumping
Isass.exe. Group-IB has identified the use of ProcDump in 31% of all
ransomware incidents.

Besides PsExec, criminals have widely used the SMBExec script from
the Impacket package to run commands on remote hosts. Group-IB has
seen it used in 28% of ransomware incidents.

Process Hacker, a popular tool for monitoring system resources, has also
been frequently used by ransomware operators to collect information
about the security tools in use, then circumvent or disable them.

lobit Unlocker was another tool used for similar purposes. The tool
was identified in 19% of ransomware attacks and, among other things,
was used to terminate processes that interact with databases, thereby
preventing their encryption.

The list of techniques and tools described here is not exhaustive.
Group-IB intends to publish a detailed analysis of the tactics, techniques
and procedures typical of ransomware attacks in our upcoming report
entitled Ransomware 2021-2022.

GROUP-IB
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BEHIND THESCENES 06
OF RANSONMWARE
OPERATORS

An inside look at affiliate programSsransomware
groups’ forum activity and Hive attackiStatiStics:
This is what affiliateipFogramiinterfacelooksHike

HI-TECH CRIME TRENDS 2021/2022 GROUP-IB.COM

History of Hive and
DLS discussion

The first activity of the criminal group Hive was detected in June 2021.
By July 25, 2021, the group had a DLS with one victim.

Fig. 73. DLS of the group Hive, 2021

Altus Group

Encrypted at
23 June 2021
A global leader of software, data solutions and
technology-enabled expert services for the

commercial real estate industry 'I 9 01 ‘i 03 O
. .

Website Revenue
wwwaltusgroup.com $500M

Emploees Disclosed at

2600
26 June 2021 - 15:21:00

Disclosed Links v 1link - 89 Mb

Hive used a combination of AES/RSA to encrypt the victim’s data. After
the data was encrypted, the malware uploaded it to a remote server.
Encrypted files can be recognized by their .hive extension.

Hive did not have any public affiliate programs, so it was initially unclear
whether the group was using the RaaS business model or was an impos-
sible-to-join private group.
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DLS was different in that it was running through API. Only two groups
besides Hive have used API: Grief and DoppelPaymer.

e Fig. 74. Response from the server
i used by Hive, 2021

: hitp

ost: hiveapinyabydiz 2heedsr 7otrevGz gbmdrk 52w TB4Irtny 4b7vjad.onion

i} id: "ABHL1S4VAJ|L_com”, title: "Palacios & Ascciados”, description; "Logistics Operator that
provides comprehensive solutions in custems agency, carge, transportation, storage and advice in
different jurisdictions throughout the Peruvian territory.”, _._ }

d: "ABH1S4VAZL_com

title: "Palacios & Asociados

description: "Legistics Operator that provides comprehensive solutions in customs agency, cargo,
transportation, storage and advice in different jurisdictions throughout the Peruvian

territory.

i_at: "2021-07-01T04:40:002
ed_at: "2021-07-30T17:02:302
1: Object { id: "AcFdjHAgmXg_com”, title: "Erik Buell Racing”, website: "https Awwwebr.com™ ...}

d: "AcFdjHAgmXg_com

title: "Erik Buell Racing

description: nu

Hive uploaded stolen files to file sharing resources such as sendspace,
anonfiles, and send.exploit. Curiously, the size of uploaded files was
often less than 500 MB, and only one data leak exceeded 200 GB.

Hive and RAMP

The user kkk posted a message on the private forum RAMP on September
7,2021, advertising an affiliate program.

Fig. 75. Message announcing search
for a pentester, 2021

[RaaS] Affiliate program

3
@ kick User SR D
3 Published 09/07/2021 at 19:32

A user with the usermame kkk was looking for "pentesters with their own networks®. The message says that the
ransomware works on Windows, Linux, Freebsd, etc. The affiliate program has an administrative panel in TOR. Payments
are made to affiliates' wallets. 80% of the payment goes to the affiliate, 20% to the creator of the affiliate program
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Fig. 76. Answer related to search

for a pentester, 2021
A RAMP user created a thread asking about what afiiliate programs were currently popular and have a good reputation, to

which the user with the username kkk left a comment saying that they "had a good option”. This implies that they
themselves had access to an affiliate program

Answers (3) Reply

@ kkk Published 09/08/2021 at 13:55
User

BlackMatter = Darkside, Haron = Avaddaon

Text me in direct message, | have some good options for you

By communicating with the abovementioned threat actor, details about
the malware were obtained:

Fig. 77. Malware details, 2021

- Passes files by regular expression
- Each file is encrypted with a separate unigue key involving chunks of 4096
bytes each, beginning, end, then depending on the file size

- Quick and multithread (very hig

- Not dependent on external libraries

- It is launched in hidden mode; if launched through the console it shows a log

within it (Windows

- Clears all disk space (you can disable it, leaves out network drives)

Compressed file size: ~786Kb for Linux
Compressed file size: ~786Kb for Linux

The admin panel is in Tor with a chat, there is a blog. The API backend is not

afraid of ECE, SQli

Speed 4.5 gigs per minute. Before that the speed was 0.9 gb per minute.

Code generation for every build y

When Group-IB experts read the ransomware parameters, they concluded
that it was Hive. Subsequent communication with kkk confirmed this.
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Hive affiliate program from the inside

Communicating with a cybercriminal helped gain access to a private
affiliate program. The hacker provided an address for the admin panel
and login information.

After accessing to the admin panel located at hxxp://hiveaffi5ci2xxaz2fj-
frfismwpqgvuwdwtomc3fflzcvopxt2654ryqd[.Jonion/auth, Group-IB experts
were able to confirm their suspicions that it was a Hive affiliate program.

H

Authorization

Upon entering the credentials provided by the threat actor, the home
page of the affiliate program opens.

Companies RevShare Upcoming Offers Paid Offers

Payouts OOOO OOOO
(0)
80% 0.000 0.000

O O O

Paid Companies Encrypted Companies Disclosed Companies

The home page provides a brief summary and key statistics: what
percentage of the ransom is paid to the criminal affiliate, how much
money they can expect to be paid in the future, and how much they have
received so far, as well as the number of companies that have paid up and
have had their data encrypted and decrypted. The total balance and the
username (redacted in the screenshot) are also displayed. The “Payouts”
tab provides a way to transfer funds from the criminal affiliate program
to the affiliate’s personal wallet.

GROUP-IB

Fig. 78. Hive admin panel login
screen, 2021

Fig. 79. The home page of the Hive

affiliate program, 2021
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Fig. 80. “Payouts” tab in the Hive
affiliate program, 2021

b‘T:C-

Create

The most intriguing data can be found under the “Companies” tab. Here
the criminals record the victim company’s name and website, a brief
description, and sometimes its annual revenue and number of employees.

Fig. 81. Creating a new victim
company'’s profile in the Hive
affiliate program, 2021

New Company

Descripts

Create
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After entering the victim’s details, the hacker would see the following
screen:

© e :

Overview
s Companies

Payouts Title Activity Revshare Expires at Status.

80% created

On the left side of the page, clicking on a company will display a company
summary, plus a link to leave a comment for the admin and a button
to update the victim’s details. On the right side of the page, hackers can
download the ransomware to use on a future corporate victim and make
a note about whether encrypting the company’s data was successful.

&

Encryption Confirm encryption
software proccess ends
Test Should be run on every machine Your may cancel the company when

in company’s network you are unable to encrypt it.

created

Test

tesr.com

00000 Disclosure links

This links will be publicly disclosed when the company refuses to pay.

Add link

$IM

1000

Uploaded Files A

Generating the ransomware may take up to 15 minutes. If a company
refuses to pay the ransom, it is possible to add a link that will be posted
on the Hive blog.

GROUP-IB

Fig. 82. Tab listing victim companies
in the Hive affiliate program, 2021

Fig. 83. Victim company’s profile
in the Hive affiliate program, 2021
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Fig. 84. Generating the
Encryption software ransomware within the Hive
affiliate program, 2021

Please wait while your build is preparing. It may take about 15 minutes.

Disclosure links

This links will be publicly disclosed when the company refuses to pay.

Add link

After the ransomware is created, a .rar archive is generated containing
the following files:

Fig. 85. An archive containing

1 ) S =
|M encryptorzip - ZIP apxue, pasmep ncxogrex annoe 16 203 264 Gair the ransomware, 2021

o

Winan Pazmep Cat  Tun
- Manka c pafnamn
| esxi_6.7-7.0 2 367 488 974 867 @aiin "0"
| freebsd 2 260 992 931 608 aiin
| linu 2273280 936 591 ®aiin
[®=l windows_cmd.exe 3376128 1289156 [MpunoxeHne
[#=| windows32_only.exe 2852 352 1177060 Mpunoxenne

After a victim is infected, a ransom note will be generated automatically
and contain a link to the website as well as the access login and password:

_{alx Fig. 86. A generated ransom
note, 2021

| vicn_tiow

vour network has been breached and all data were encrypted. =]
personal data, financial reports and important documents are ready to disclose.

To decrypt all the data and to prevent exfiltrated files to be disclosed at
http://hiveleakdbtnp76ulyhi52eagectyc3xw? ez7 iqybwec34gd2nekazyd. onion,
you will need to purchase our decryption software.

Please contact our sales department at:

http://hivecustévhekztbggdnkks64ucehgacge3dij3gyrrpdp57zogq3oogd. onion

Login:
password:
To get access to .onion websites download and install Tor Browser at:
https://www.torproject.org/ (Tor Browser is not related to us)

Follow the guidelines below to avoid losing your data:

- Do not shutdown or reboot your computers, urmount external storages.

- Do not try to decrypt data using third party software. IT may cause
irreversible damage.

- Do not fool yourself. Encryption has perfect secrecy and it's impossible

to decrypt without knowing the key.

Do not modify, rename or delete . key.pmriw files. Your

data will be undecryptable.

po not modify or rename encrypted files. vou will lose them.

- Do not report to authorities. The negotiation process will be terminated
immediately and the key will be erased.

- Do not reject to purchase. Your sensitive data will be publicly disclosed.

GROUP-IB
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If the hacker ascertains that the company was encrypted, a chat with the
victim will open. Communication with the victim will take place as follows:

Fig. 87. Chat and support tabs within
the Hive affiliate program, 2021

< Fold
<

Live Chat Support
Read only Strategy & vacuics

Test

encrypted

Test

tesr.com

00000

$IM

1000

No messages

Type your message

send
Uploaded Files A

1. The victim writes a chat message to the admin (on the left), which
is visible to the affiliate participant.

2. The affiliate participant writes a chat message to the admin
(on the right).

3. The administrator relays the message to their chat with the victim.

Under this arrangement, the victim and the criminal are not in direct
communication: they exchange messages entirely via the administrator.

After the victim pays the ransom, they are allowed to download the
decryptor with a step-by-step guide on how to use it.

Fig. 88. Decryptor in the Hive
affiliate program interface, 2021

Live Chat
Jos dip

Decryption Software

O=p

Contact our sales department flrst via
Live chat to get an effer please.

TYDE YU MeSEAge
Uploaded Files
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The actual number of Hive victims and the technical
features of the group’s website

By early September 2021, profiles for as many as 181 companies were
created within the Hive affiliate program, with the number rising to 312
by late October. The Hive admin panel and the DLS rely on API. Each victim
company is assigned a unique ID which can also be found on the DLS.

JS0M
0: Object {

d: "AEWZL9eTEV_Ink”, company_id: "ADNkKVrAsec_com”, title: "Roche Residence 1

West 67th 51", ... }
id: "AEWZL9eTjEV_Ink™

company_id: "ADNkKVrAsec_com

cve: [

Curiously, every affiliate program participant has access to all the company
IDs in the database. The profile also includes the number of messages
that the victim and the criminal have exchanged.

150N
0: Object { company_id: "DC3XABZZXZD_com”, activity: 0}
3 il }
2. Object { company_id: "CZJjGwYnwSf_com™, activity: 1 }
. Object { company_id; "CwQ7imE3U4m_com"®, activity: 57 }
compal CwQ7imESU4m_com

{ company_id: "D 1JPovnEyhg_com"®, activity: 0}

{ company_id: "AQ5yWM5go3k_com"®, activity: 7 }
ompany_id: "ABYEIDUrdIw_com", ac
7: Obiect { company id: "BCUBBHZ21ksa com™. activitv: 1}

This helps gather statistics on the number of victims and make assump-
tions about amounts that companies have paid to the threat actors for
not disclosing their private data.

Companies whose data was

published on the Hive DLS 9 0

Companies that had correspondence with the Hive

operators and whose data was not published 35 20

Companies that did not have correspondence
with the Hive operators and whose data was 110 60
not published on the DLS

GROUP-IB

Fig. 89. The victim company’s
unique ID

Fig. 90. Victim company data: IDs
and number of chat messages, 2021

Fig. 91. A chart showing the breakdown
of Hive victims for September 2021

Hive API
threats
09/16/21
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Group-IB specialists found discrepancies between the data from the
threat actors’ APl and DLS. The API did not return one company that
had already been published on the DLS; it later disappeared from both
the APl and DLS. This may suggest that after its data was published, the
company in question agreed to pay the threat actors.

Analysis of the companies published on the DLS reveals that most of the Fig. 92. A chart showing the breakdown
companies did not have correspondence with the threat actors. of Hive victims for 2021

30% 70%

Companies that had correspondence with the

Hive operators and whose data was published — 2
Companies who did not have correspondence with the Hive 25 70
operators and whose data was published on the DLS
. . . Fig. 93. Chart showing Hive victim
Anallys.|s of companies obtallned through the APl revealed that the number statistics for September-October
of victims almost doubled in a month: 2021

312

181

Moreover, 43 companies listed as victims in September disappeared
from the October victim list. An estimated 24% of companies attacked

paid the ransom.
Fig. 94. Chart showing the breakdown

The October statistics were slightly different: of victim companies in October 2021

Companies whose data was

published on the Hive DLS E

Companies that had correspondence with the Hive .

operators and whose data was not published 105 33 H|Ve API
threats

Companies that did not have correspondence 10/16/21

with the Hive operators and whose data was 174 56

not published on the DLS
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HI-TECH CRIME TRENDS 2021/2022 BEHIND THE SCENES OF RANSOMWARE OPERATORS

The number of companies shown in the table differs from earlier data
because 14 companies were removed from the DLS and API after their
data was published. It is certain that these companies were breached
and had their data stolen. It can be assumed that the companies agreed
to pay the ransom in the end, which is why the information about them
was completely removed.

As for correspondence with the threat actors, most of the victims whose Fig. 95. Chart showing the breakdown
data was published did not exchange messages with the threat actors. of victim companies, 2021
Category Quantity % 40%
Companies that had correspondence with the 14 40
Hive operators and whose data was published
Companies who did not have correspondence with the Hive 20 60

operators and whose data was published on the DLS

At the time of writing, information about only 48 companies had been
put on the Hive blog, including ones that were later removed from the
DLS and API. However, an APl error enabled Group-IB experts to identify
the number of attacks between September and late October 2021.

Adding up the number of unique company IDs (312) for October and the
IDs of the companies that disappeared from the APl between September Fig. 96. A chart of victim
and October (43) shows that the total number of attacks was 355. statistics, 2021

355

48

PUBLISHED TOTAL ATTACKS
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Based on this data, Group-IB can conclude that only 13.5% of victim compa-
nies are reported in the blog. The other attacks either failed or involved
victims who paid to cover up the attack. Most victims are companies
based and operating in the US. The main industries targeted by these
criminals are IT and real estate.

Breakdown of Hive attacks by country
and industry, 2020-2021

= US 28

Sl UK 2

88 Australia 2

= Netherlands 2

+ + China 2

e Canada 1

++ + Il Peru 1

+ ++ + + K3 Switzerland 1

+ + Portugal 1

+ = Thailand 1

India 1

== Norway 1

+ = Spain 1

+ == Germany 1

Bl Taiwan 1

I I France 1

Italy 1

# Real estate 5
B |nformation technology 5
* Manufacturing 5
Other 4
® Commerce and shopping 3
® Transportation 3
= Media and entertainment 3
® Financial services 3
= Professional services 2
# Administrative services 2
# Food and beverage 2
& Hardware 2
® Healthcare 2
# Lending and investments 1
¥ Clothing and apparel 1
7 Education 1
® Privacy and security 1
® Consumer goods 1
= Gaming 1
* Software 1
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Suncrypt

DLS

Another interesting example is the group called SunCrypt, whose activ-
ities were first detected in October 2019. Their ransom note at the time
looked like this and was displayed in English, French, German and Spanish:

Fig. 97. A ransomware note
by SunCrypt, 2019
‘Whats Happen?

We got your documents and files encrypted and you cannot access them. To make sure we're not bluffing just check out your files and see they all are
_sun-formatted. Want to recover them? Just do what we instruct you to. If you fail o follow our recommendations, you will never see yout files again

‘What Guarantees?

We're doing our own business and never care about what you do. All we need is to earn. Should we be unfair guys, no one would work with us. So if
you drop our offer we won't take any offense but you'll lose all of your data and files. How much time would it take to recover losses? You only may
guess.

How do I access the website?

Once you open the page, follow the steps to restore your files.
Offline HowTo

Copy & Paste this message to this page textarea field

[redacted base64]

The note contained a standard message saying that the victim’s files had
been encrypted, as well as a unique victim-specific base64 code and
a link to the criminals’ resource: hxxp://[sunlocksmdmv65mf.onion/. The
resource was a web form that required the victims to enter their unique
code to communicate with the criminal group.

Fig. 98. SunCrypt reply form for
communicating with the ransomware
operators from 2019

Whats Happen?

We got your documents and files encrypted and you cannot access them. To make sure we re not bluffing just
check out your files and see they all are .sun-formatted. Want to recover them? Just do what we instruct you to. If
you fail to follow our recommendations, you will never see your files again

What Guarantees?

We're doing our own business and never care about what you do. All we need is to earn. Should we be unfair
guys. no one would work with us. So if you drop our offer we won't take any offense but you'll lose all of your
data and files. How much time would it take to recover losses? You only may guess

Taput Secret Message Here v
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The first samples of this ransomware (including their current DLS website)
were discovered in ransom notes in late August 2020.

Fig. 99. A ransomware note
DE FR | ES TP by SunCrypt, 2020

Whats Happen?

We got your documents and files encrypted and you cannot access them. To make sure wepre not bluffing just check out your files. Want to recover them? Just do what we
instruet you to. If you fail to follow our recommendations, you will never see your files again. During each attack, we copy valuable commercial data If the user doesn’t pay
to us, we will either send those data to rivals, or publish them GDPR. Don't want to pay to us, pay 10x more to the government.

What Guarantees?

We’re doing our own business and never care about what you do. All we need is to earn_ Should we be unfair 0 one would work with us. So if you drop our offer we
won't take any offense but you'll lose all of your data and files. How much time would it take to recover los: only may guess.

How do I access the website?

.

In case you decide not to cooperate, your private data will be published or sold.

Offline how-to

Copy & Paste this secret message to textarea field

The ransom note looks nearly identical except that it includes a Japanese
translation and new links. Clicking on the first link takes victims to the
group’s DLS: hxxp://nbzzb6sabxuura2z.onion.

The second link takes victims to a private chat: hxxp://ebwexiymbsib4rmw.
onion/chat.ntml. A personal ID, which is generated for each victim and
is passed as a parameter, would look like this:

1abc137b7d-2e7d3314f2-f8e60fc37a-b061444368-f012d06402-d4bda6390a-
daea3c5b58-b68cf150d5

wi G O ¥ ® Fig. 100. Chat with a SunCrypt
victim from 2020

Test decryption is already used
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When SunCrypt’s DLS was first made public, it already contained compro-
mised data belonging to five victims. Three were located in the USA, one
was in Canada, and the final victim was in Norway.

E0CLENTS E=PRESS i€ CONTACTUS

New clients Represented here companies don't wish to cooperate with us, and trying to hide our successful attack on
their resources.

Wait for their databases and private papers here.

Studio Architecture P.C

Full dumps

Karmsund.no

Data size: 12 Gb

Fig. 101. SunCrypt victim list, 2020

Industry Country Publication ID
Government and military: Government =USs 2020-08-01 0:00:00 5
Software I+l Canada 2020-08-08 0:00:00 3
Privacy and security = USs 2020-08-14 0:00:00 6
Manufacturing == Norway 2020-08-14 0:00:00 7
Real estate: Construction =US 2020-08-21 0:00:00 8

The subsequent investigation revealed that each compromised company
listed on the DLS had a unique ID in the cybercriminals’ database in the
following format:

/client?id=ID

What sets this DLS apartis that some entries return “Forbidden” in response
to a query. At the time when the DLS appeared online, IDs 1, 2, and 4 were
already unavailable.

As of August 2021, data relating to 21 companies were available on the
resource with different assigned IDs. The highest ID (30) represented
a developer of e-commerce automation solutions. Nine different IDs
returned “Forbidden”. Group-IB’s investigation revealed that some of the
IDs marked as “Forbidden” corresponded to previously attacked compa-
nies whose data had been removed from the DLS, presumably because
they had paid the ransom.

It is therefore reasonable to estimate that 30% of companies attacked
by SunCrypt eventually paid the ransom and had their data removed
from the group’s resource.

GROUP-IB

Fig. 102. Chart showing the ratio
of the number of companies that
paid the ransom to those still listed
on the DLS, 2020

Paid 30%
Still on DLS 70%




It’s important to highlight one distinctive feature of the cybercriminal
group’s activities, namely that they publicly announce on their website
that they are willing to sell full sets of data to any interested party. This
means that any victims’ data could have also been sold to other parties.

The resource itself has two major sections: “New Clients” and “Full Dumps.”
According to the criminals themselves, they start by posting 10% of the
stolen data belonging to a compromised company and only later put all
the data up for sale. If the victim’s data is not purchased within a week,
the criminals post a full dump containing the victim company’s data.

In the first year of operating their DLS (2020), the criminal group used mega.
nz, a public file exchange server, to disclose compromised data. In 2021,
they switched to using their own file server: http://l4sd5qtsofedx7ss.onion/.

SunCrypt’s activity on darknet platforms

A user with the alias SunCrypt created their first account on Maza,
a private darknet forum, in July 2020 and paid a deposit of $5,000 (https://
mfclubjof2s67ire.onion/member.php?u=17277). A public affiliate program
appeared on the same forum on August 3, 2020.

Details

According to SunCrypt, the group was temporarily going public in order
to find five new affiliates. In addition to sharing malware descriptions,
the group announced that they had a team responsible for exfiltrating
data from networks and that all they needed from would-be affiliates was
to obtain sessions with domain administrator access. They also informed
that if a victim refused to pay the ransom, they would contact media
representatives and the victim’s customers as “encouragement” to pay up.

A Maza forum moderator known as Moderator 7 (modé@mfclub.ws) claimed
to know this criminal group and had supposedly been collaborating with
them for a long time.

GROUP-IB

Fig. 103. A message announcing the
SunCrypt affiliate program, 2020



On August 12, 2020 SunCrypt posted an ad for their affiliate program
on exploit.in, another private forum.

SunCrypt registered their exploit.in account in October 2019 (https://
exploitivzem5dawzhe6c32bbylyggbjvh5dyvsvb5lkuz5ptmunkmagd.onion/
profile/96576-suncrypt/), which coincides with the launch of the first
SunCrypt malware campaign. It would be reasonable to assume that
the cybercriminals started by looking for affiliates via private messaging
on exploit.in. The deposit on this forum is BTC 0.5.

SunCrypt used an image by DASHA PLISKA, a Ukrainian artist, as their
avatar. Pliska is not a particularly popular artist, which either indicates the
hacker group’s interest in niche artwork or points to their country of origin.

Fig. 104. SunCrypt avatar, 2020

On August 16, 2020 SunCrypt announced that they had two vacant spots
left. They had only one available spot by August 20, and had recruited all
five affiliates by August 29.

On September 3, SunCrypt reported that they had added the capability
to launch their malicious payload using a fileless technique.

On September 16, the hackers announced that they once again had
a vacancy for a prospective affiliate.

On September 23, they shared a post about adding .exe and .dll AutoCrypt,
and said that they were still looking for new affiliates to join their program.

On October1, they wrote that they were looking to fill the last spot remaining
in the affiliate program. What came next was puzzling— a post on October
8 announced the group’s decision to shut down the affiliate program:

GROUP-IB

Fig. 105. SunCrypt post announcing

the closure of their affiliate
program, 2020
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https://www.behance.net/zarbie

Conflict between criminal accomplices

On October 18, 2020 a threat actor known as TrueFighter posted
a complaint about not getting paid by SunCrypt and avx on exploit.in.
TrueFighter described the experience working with the team, but after
the affiliate program was shut down, TrueFighter did not get the money
he was allegedly promised

Fig. 106. TrueFighter’'s complaint
against SunCrypt and avx, 2020

During subsequent discussions about the matter on another forum, Maza,
SunCrypt clarified that they had worked directly with avx and paid the
amounts owed in full, but had no knowledge of the forum user known
as TrueFighter. It is most likely that avx had failed to pay one of their own
hired hands. SunCrypt also said that avx was based in the US.

Fig. 107. SunCrypt’s reply
with regard to TrueFighter’s
complaint, 2020
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Moreover, a forum user known as D4rkL1ght (https://forum.exploit.in/
profile/104635-d4rkilght/) was presumably among SunCrypt’s affiliates.
In one of their posts, D4rkL1ght shared a guide obtained from the SunCrypt
affiliate program dashboard:

What the processing order is? Fig. 108. User guide obtained from

Stop services (In agressive mode only, check -agr argument below) the SunCrypt affiliate program
Remove shadow copies dashboard, 2020

Mount local volumes (connected to the computer but isn't mounted)

Encrypt shares

Encrypt local volumes

Report

Exit

Does it encrypt all the files?

In agressive mode (-agr argument
Yes, except: exe, dll, sys, lnk, ico

In normal mode:
No, it does encrypt only certain extension.
You can check extension list HERE.

In addition it completely skips following folders

Windows

Program Files

Program Files (x86)
$Recycle.bin

System Volume Information

When it create the note?

After all supported files are encrypted in the folder
Folder proceesing order is:

Enter the folder
Encrypt files

Create note

Go to the next folder

Which arguments can be passed to the EXE?

-noreport
Don't report to the server after encryption is done

-noshares
Don't encrypt network shares and network disks, work only with local disks

-nomutex
Ignore mutex, start new instance even if another instance of cryptor is already running

-log
Create console window and write log

-path <folder/disk>
Work only with specified path

-skip
(BETA only)
Don't encrypt folder or file with specified name

-agr

(BETA only)

Stop non-standard services (except Citrix), encrypt all extensions except: exe, dll, sys,
1nk, ico

Is there a difference in the logic or processing order between PS1, EXE and DLL?

No, they are the same.
How to run PS17?

powershell -ep bypass -file cryptor.psl
[ '] PSL doesn't support arguments (e.g. -log, -path, etc.)

How to run DLL?
rundl132 cryptor.dll,Dl1RegisterServer
[ ' 1 rundl132 does support arguments
regsvr32 cryptor.dll
[ ' 1 regsvr32 doesn't support arguments
What is the difference between EXE and EXE-beta?

9 EXE has been tested a lot and considered to be stable
80 EXE-beta contains latest fixes, updates and so on, but less tested

The hacker known as SunCrypt had entered into a conflict with this forum
participant because some of the attack targets were hospitals. SunCrypt
had noted that it was an accident because the affiliate had not been
informed about the ban on attacking such targets.
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Attack statistics

As noted above, the SunCrypt group of ransomware operators has shared
details of 30 companies in total on its blog. Out of the 30, 24 are currently

known. Most of the group’s activity was concentrated in Q3 2020 and its Fig. 109. SunCrypt attack
affiliate program had only three known victims in 2021. statistics, 2020-2021
21
2
0 0 1

The criminal group focused their attacks on the manufacturing and energy
sectors. The criminal group finds most of its targets in the US:

Breakdown of SunCrypt attacks by country
and industry, 2020-2021

+ + = US 12
++ == Norway
+ T Canada
Bl Belgium
== Germany
Italy
Sk UK
&8 Australia

H EHE FENDNDDND®

* Manufacturing

1 Energy

® Commerce and shopping
# Real estate

2 Professional services

® Government and military
7 Education

B |nformation technology
® Transportation

® Privacy and security

® Healthcare

® Financial services

H H R R R R RBRRBRNDNDODNO

% Science and engineering
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RTM: How new affiliate programs
come about, or quiet lockers

In the past two years, ransomware has become a major threat to businesses
and organizations. Encouraged by the success of criminal groups such
as REvil and Lockbit, more and more cybercriminals are switching from
other illicit activities to ransomware, attracted by its clear path to moneti-
zation and strong potential for financial gain. Some threat actors attempt
to replicate Lockbit’s success by setting up their own Ransomware-
as-a-Service operation. This trend is clearly illustrated by the example
of an individual known as RTM Team (aka BlackBet). RTM’s transformation
process follows a fairly typical pattern.

BlackBet first appeared on underground forums on February 17, 2017,
advertising their own marketplace for various types of data.

ORIGINAL

shop 11! - BlackBet.info (Accs: Banks, N+DOB etc)

Online store selling accounts # 1 BlackBet Always fresh accounts Bank PayPal Dedicated SSH CC etc We invite sellers (brute, lags) to cooperation on favorable terms! |

| Balance replenishment BTC only Registration link: ckbet.info Reserve domains: BlackBet. BlackBet.name

31 Mar

Online store selling accounts

Always fresh accounts

We invite sellers (brute, logs) to cooperate on faverable terms!!!

BlackBet
BlackBet

USER

Balance replenishment

Registration link: _

31.0317 Contact for sellers: grOm@&jabb.im
22

ydarknet.im

and Lingard

= BLACKBET

ALL IN ONE PLACE

@ ShopNews

foi sun 2021 00.5¢ staples.ca
o sun o1 0.0 staples.ca
staples.ca

staples.ca

staples.ca

TOTAL FOR LAST 24 HOURS: 0 shops

Shop Statistic: All sections.

17 schoolsfirstfcu.org
sea 1 usbank . com

114 @ Royal Bank

1 29 @ comerica.com

Bank Accounts o . e : artman acaea 82 @ Credit one

[ oy 0 1707 Bank Accounts ARt e : artman added 289 ¢ Credit one

[z 7= o 5.7 SsN DoB i . B * shipment added 1692

(3 shopNews

A little later, the hacker started an affiliate program for the marketplace.

GROUP-IB

Fig.110. An ad for the marketplace
BlackBet, 2017
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& WORK FOR BEGINNERS (PROJECT DEVELOPMENT) Fig. 111. Announcement

BlackBet
about the opening of an affiliate progra of the affiliate program, 2017
)

Member

can earn with us! You just need to rec er and un ribe in jabber:
register | pass al and s earning!

gy ~
4"’4‘ A ,d h an individual link will be made for partners, the use

s and on the forums (signatures, drugs, banners, etc
registration

ded in the partner's individual statistics, the partner, in turn, w

receive

Best regards, BlackBet team!

BlackBet also purchased logs around the United States and was involved
in mining, buying and selling malware, selling network access credentials,
and other malicious activities. BlackBet’s key distinguishing feature was
that the hacker was always on the lookout for the most profitable trends.

When the cybercriminal realized that ransomware was such a trend,
BlackBet decided to try it out.

On December 1, 2020, BlackBet started their search for a coder who could
write ransomware and a pentester to join “their team.”

Fig. 112. BlackBet’s message about

5 We are looking for a responsible coder to write a locker looking for a team to create a crypto
5 By BlackBet | locker, 2020
BlackBet
megabyte
a8 e

PM contacts
People with no wark experience, please do not bother

+ Quote

Private affiliate program

On August 19, 2021, Orange (a RAMP forum admin) inquired about
ransomware affiliate programs. Someone using the handle RTMTeam
(aka BlackBet) responded that an affiliate program would be ready soon
and invited other people to join it.

Fig.113. Thread on an affiliate
program, 2021

Questions— General

RaaS

@ Orange Trusted

(9 AYESHA PRAKASH VP Global 010 @466

®12 (3 Published on August 19, 2021 at 4:31pm

Could you please recommend a private raas service with a properly functioning esx, there's a firm,

I'm considering all options
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31"l RTMTeam August 20, 2021 at 12:39pm
team User

It will be ready in a couple of weeks

Reply

31/l RTMTeam September 9, 2021, at 12:32am
team User

We can dedicate one of our slots for you

Reply

The subsequent exchange of messages clarified the key details of the
affiliate program, as well as yielded a malware sample.

GrOM 25 us, 75 yours, negotiations and calling are on us

GrOM  wrote from 0
c++

GrOM  at the moment, win only
also for esxi nad nas in development

Analysis revealed that the samples provided were indeed malware capable
of selectively encrypting files using the asymmetric encryption algorithms
Chacha20 and Curve25519, as well as AES through x86 extensions.

During the infection process, the malware counts the lines of internal hard
drives, then checks for the active root drive and mounted removable disk
drives. It skips the OS paths and some application folders, proceeding
to encrypt all the user files, making them impossible to recover without
a backup copy or a decryption key. The malware also checks for any avail-
able processes and services whose lines are added to the last segment
of a binary file in order to properly complete the process or service.

Furthermore, the malware empties the recycle bin on all the drives
it has identified, then clears system event logs, application logs and the
infected system’s security logs, after which it checks for shadow copies
of volumes containing the shadow copy access and query code, using
WMI as its interface.

GROUP-IB

Fig. 114. Exchange of messages
about the upcoming launch of
a new affiliate program, 2021

Fig.115. RTM Team’s affiliate
program details, 2021
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After the user files have been encrypted, the desktop background
is replaced by a .jpeg ransom note, with a ransom note text file added
to every folder in which files have been successfully encrypted. After
infecting the system, the malware removes itself from the launch path.

- Your network has been infected by RTM Locker Team

ncrypted and you are not

Samples provided in the archive and a sample received through a PS dropper
are equivalent in terms of their functionality and are only visibly different
in their static attributes, including encryption keys and ID numbers. This
also indicates that they could be generated samples with different IDs
for each infected system.

The history of Groove and the
first-ever fake DLS

History of its origins

The first mention of Groove is dated August 23, 2021, when Orange, the
main admin of the RAMP forum, asked for help creating a website for
Groove.

Questions - General

[Competition] WEB developers USD

@ Orange Trusted
(®» AYESHA PRAKASH VP Global O1 @155
O Published on August 23, 2021 at 12:02am

Hi, guys! | am delighted to announce the first competition on ramp.

I'll say straight away that we do everything for a reason and even this competition is first and foremost for us:)
The idea: in addition to new and old projects, I've always had a division called

GROOVE, I've never gone public with its name and it hasn't been directly mentioned in the media but it exists; we
are small and we don't recruit anyone for groove, the result of the groove operation is the entirety of the babuk
locker PR.

Groove is power, babuk is dead :)

GROUP-IB

Fig. 116. Desktop after ransomware

infection, 2021

Fig. 117. Developer competition
announcement, 2021
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The website Groove was empty for a long time, and then several batches
of leaked data were posted there. The website looked like a regular DLS
until 10,000 Fortinet VPN access points were posted on it.

10,000 Fortinet access points

On August 31, 2021, the RAMP forum moderator started a thread about
giving away an archive containing 10,000 Fortinet VPN access points.

| Whdpo 1 MO — Baabl aaHHbIX

10,000 patched and valid fortiNet

6:19/ O6HOBNEH: 31 ABrycta 2021 B 06:20

FREE

this archive contains a small part of fortinet VPNs breached in the summer last year, they have since been patched,
but they are valid

write to me if you'd like to get it, justify your reasons, the archive will have 10k instances of fortinet access
and a checker

The moderator wrote that the user selection process would be very strict,
and if any of the access points became publicly available, anyone to whom
they had been provided would be banned from the forum.

g 999 31 Aarycra 2021 & 06:22
S

The selection process will be very strict. If the archive becomes publicly available, we will ban anyone who gains access fo it

OTBETUTE

On September 7, 2021, however, the archive was uploaded to Groove,
aresource run by the RAMP admin. He said that all the account creden-
tials were checked for authenticity.

Patched points of fortinet access

Publist mber 7 m |

hitp:/fihnknbdg lyn2wjkb3mmuoatmi5z5qe2oddiiyi ad.onion/forti/
ports 10443 and 443

Al checked for validity
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Fig. 118. Message announcing
an archive of 10,000 Fortinet
access points, 2021

Fig. 119. «The selection process
is going to be very strict», 2021

Fig. 120. Uploaded archive of access
credentials, 2021



Aftermath and strange posts on DLS

After posting about 10,000 Fortinet access points, Groove attracted a lot
of attention from both RAMP participants and the media. However, this
was followed by strange posts detailing the hacker’s thoughts:

Thoughts

Publishet

to our group, to wi
mples I looked at them, checked them on m a
collaborate, Il take full control over hi to successfully start it t
les should be improve: would be in fit on ma ompanies s|
others that we cannot name here, y y and fulfilled their agrs ent and we fulfilled ours, everything w

2 Problems and end of cheese supply in the netheriands

supply in the Netherlands
w maijor logistics company called Bekker Logistik, which was subsequently destroyed.

1 started looking into the problem, how and why the mistake was made

In October 2021, however, Groove’s owner (boriselecin) created a post
on xss.is explaining that the DLS had been a fake all along and was
created exclusively to manipulate the media because ransomware seems
to be a hot topic that attracts a lot of media attention.

The growing popularity of ransomware and affiliate programs therefore
makes it reasonable to expect more fake DLS and fake Ransomware-
as-a-Service offers to appear in the future. Potential participants would
be asked to pay to join such an “affiliate program,” after which the admin
would disappear and “ghost” the new affiliates.

As for the data on the fake DLS, they could have been obtained from
lower-profile ransomware operators or using OSINT, or simply generated
as fake data. In the case of Groove, the fake DLS was created as an exper-
iment and a way to manipulate the media, but this does not rule out the
possibility that cybercriminals might actually resort to this tactic. Moreover,
a similar scheme has already been successfully implemented by carders,
a development that Group-IB experts described in detail on our blog
in the entry entitled Cannibal Carders.

GROUP-IB

Fig. 121. Post on RAMP, 2021
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https://blog.group-ib.ru/cannibal-carders

RECOMMENDATIONS
FOR THREAT HUNTING

HI-TECH CRIME TRENDS 2021/2022 GROUP-IB.COM

1. Focus on winword.exe/excel.exe creating suspicious folders and files
or start processes such as rundll32.exe and regsvr32.exe.

2. Hunt for suspicious cscript.exe [ wscript.exe executions, especially
involving network activity.

3. Search for powershell.exe processes with suspicious or obfuscated
command lines.

4. Analyze executables and scripts dropped into the Startup folder,
added to the Run keys, or run via scheduled tasks.

5. Monitor sdbinst.exe execution for suspicious command line arguments.

6. Monitor sub keys creation under HKLM\SOFTWARE\Microsoft\
WindowsNT\CurrentVersion\Image File Execution Options.

7. Make sure your security controls can detect command lines that are
typical for credential dumping tools like Mimikatz.

8. Hunt for common artifacts of network reconnaissance tools, such
as AdFind’s command line arguments.

9. Search for file execution artifacts from uncommon locations such
as C:\ProgramData, %TEMP% or %AppData% .

10. Hunt for RDP-related Windows Registry and Firewall modifications.

11. Collect and analyze RDP connection data to uncover any potential
lateral movement.

12. Hunt for wmic.exe executions with suspicious command lines.

13. Monitor bitsadmin.exe for abnormal behavior, especially related
to potentially malicious file downloads.

14. Make sure you are able to detect Cobalt Strike Beacons and similar
payloads typical for post-exploitation frameworks in your environment,
at least those launched with common command line arguments and
from common locations.

15. Hunt for network connections from common system processes. You
can also use known Cobalt Strike team servers lists obtained, for
example, from your Cyber Threat Intelligence provider.

16. Search for new service creation events related to PsExec, SMBExec
and other dual-use or offensive security tools.

17. Hunt executables masqueraded as common system files (e.g. svchost.
exe ) but have uncommon execution parents or locations.

18. Monitor remote access software in your network for signs
of unauthorized usage.

19. Search for cloud storage client installation events and cloud storage
access events and check whether they are legitimate.

20. Hunt for common FTP software on endpoints to uncover installations
with malicious configurations.
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TROJANS

HI-TECH CRIME TRENDS 2021/2022 GROUP-IB.COM

[1] Aids Info Disk or PC Cyborg Trojan is a Trojan that replaces the page 12
AUTOEXEC.BAT file, which is then used by AIDS to count the
number of times the computer has booted. Once the boot count
reaches 90, AIDS hides directories and encrypts the names of all
the files on drive C: (thereby rendering the system unusable),
at which point the user is asked to “renew the license” and contact
PC Cyborg Corporation for payment (which would involve sending
US$189 to a post office box in Panama). There is more than one
version of AIDS, and at least one version does not wait to lock
the C drive. Instead, it hides directories and encrypts file names
upon the first boot after AIDS is installed.

[2] PGPCoder, also known as GPCode, emerged in 2004. It’s a Trojan page 12
that encrypts files on the infected device and then asks for
aransom to release the files. Victims have reported that the header
of each encrypted file contained the string “PGPcoder 88.77.94”.
The ransomware encrypts .txt, .zip, .doc, and .xls files. It has been
reported that “antivirus software does not detect this virus.”

[3] Cryzip, which came onto the scene in 2006, is a Trojan family that page 13
encrypts data and is used to demand a ransom. Once it is on the
victim’s device, the Trojan looks for 44 types of files, encrypts
them, and leaves a message demanding $300 in exchange for the
password to restore the files. Cryzip puts files into a password-
protected ZIP file using a commercial compression library. The
password to all the encrypted files is the same: C:Program
FilesMicrosoft Visual StudioVC98. This string is stored in the Trojan
in unencrypted form. The string can often be found in projects
compiled using Visual C++ 6. It seems that the malware developer
hoped that if anyone searched for the password in the Trojan,
they would not pay attention to this string.

[4] Krotten is a family of Trojans that emerged in 2005. It is distributed page 14

under the guise of a fake code generator for illegally topping
up mobile phones. Attempting to top up using Krotten results
in the computer being infected and the user being unable to fully
use the operating system resources. To recover the system, the
user is asked to top up the account of the threat actor, who will
recover the system in return (the screenshot mentions 25 Ukrainian
hryvnias, which is about $1).

[5] Winlock is a malware family that blocks or disrupts the operating page 14
system and is used by threat actors to demand money for recovering
the system. The first Winlock versions were discovered in 2007,
but this type of Trojan did not become popular until 2009.
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[6]

[7]

(8]

[o]

[10]

[11]

[12]

[13]

[14]

Trojan.Encoder is a Trojan for encrypting user files. To do so, the
malware used XOR and TEA. It was written in MASM.

Ulocker is a family of ransomware Trojans that uses fake messages
supposedly sent by the police in order to scare inexperienced
computer users into making large payments. It is easy to distinguish
Ulocker from other ransomware Trojans because it uses a distinctive
image that includes a background with a large picture of a padlock.

Citadel is a Trojan for stealing banking data. It was launched in 2011
and is a modified version of the Trojan called Zeus. Citadel has
caused at least $500 million worth of damage and infected about
5 million computers. In addition to stealing data, it can significantly
slow down the target computer and download other malware.

CryptoLocker is a ransomware family that infects computers
running Microsoft Windows. The program was first published
online on September 5, 2013. The Trojan was distributed via email
attachments or when users visited infected websites. The malware
encrypts certain types of files stored on local and mounted network
drives using RSA public-key cryptography, with the private key
stored only on the malware’s C&C servers. The malware then
displays a ransom message offering to decrypt the data. If the
deadline for paying the ransom (most often in cryptocurrency)
is missed, CryptoLocker offers to decrypt data via an online
service provided by its operators for a significantly higher price
in Bitcoin.

TorrentLocker is a ransomware Trojan that targets Microsoft
Windows. The malware encrypts files in a similar way to CryptolLocker
by implementing a symmetric block cipher called AES, where the
key is encrypted with an asymmetric cipher.

VaultCrypt is a piece of ransomware that encrypts data using
RSA-1024 and then demands that the victim visit a Tor website
to pay the ransom in order to recover their files. The ransomware
did not show a ransom note. Instead, it added a new extension,
.vault, which changed the icon of all encrypted files to a lock.
Double clicking on such a file showed a message saying “Stored
in Vault”.

Chimerais ransomware that encrypts all files it finds on connected
drives and then demands a ransom of 0.939 Bitcoin to recover
them. After encrypting files, Chimera displays a ransom note
featuring instructions on how to make a payment and receive a link
to a decryptor. In addition to encrypting files, Chimera threatens
to publish them on the Internet if the ransom is not paid.

CryptoWall is a ransomware family that emerged in 2014. It is notable
for its use of unbreakable AES encryption, unique CHM infection
mechanism, and robust C&C activity over the Tor anonymous
network. The threat actors running the CryptoWall operation
also provided a free single-use decryption service to prove they
hold the keys necessary to restore the hijacked files. The ransom
amount is $700 and must be paid in Bitcoin (equivalent to 1.8 BTC
at the time).

KeRanger is ransomware that targets macOS computers. It was
discovered on March 4, 2016 by Palo Alto Networks and it has
affected over 7,000 macOS users.
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Group-IB’s
technologies
& innovations

sl it (OHEEIE) © o | o -

Threat Intelligence
& Attribution

System for analyzing and attri-
buting cyberattacks, threat
hunting, and protecting network
infrastructure

@ s rcurl .
o= *  Fraud Hunting Platform

. | [

Alerts by period

8 =
[

Fraud Hunting
Platform

Real-time client-side digital
identity protection and fraud
prevention

rour P ——— o

b

Group-IB’s experience in performing successful global
investigations with state-of-the-art threat intelligence
and detecting cybercriminals at every stage of attack
preparation has been fused into an ecosystem of highly
sophisticated software and hardware solutions designed
to monitor, identify, and prevent cyber threats.

) croelel PSR- P

SAEEISLAELSLES
R
Wi s

Threat Hunting
Framework

Adversary-centric detection

of targeted attacks and unknown
threats within the infrastructure
and beyond

Q@

e QD o o @D
Polygon Huntbox

@ ® & 8 O

Atmosphere: Cloud
Email Protection

Patented email security techno-
logy that blocks, detonates and
hunts for the most advanced
email threats

@

Digital Risk Protection

Allanalyzed resources  Danger level

“u b

|
.z [ s

x o o [@

Most problematic sites Resource found

Digital Risk
Protection

Al-driven platform for digital risk
identification and mitigation

AssetZero

Intelligence-driven attack surface
management that continuously
discovers all external-facing

IT assets



HI-TECH CRIME TRENDS 2021/2022

Group-IB
Expertise

6

WWeldleE

/

hours

1RC10

successful investigations worldwide

)

18 years

practical experience

Intelligence-
driven services

Group-IB’s technological leadership and R&D capabilities
are built on the company’s 18 years of hands-on experience
in performing successful cybercrime investigations
worldwide and the 70,000 hours of cybersecurity incident
response accumulated in our leading forensic laboratory
and CERT-GIB.

Prevention Response Investigation

* Security Assessment * Managed Incident reponse e Digital Forensics

e Compliance Audit * Managed detection and threat ¢ Investigations

+ Red Teaming hunting » Financial Forensics

* Pre-IR Assessment
 Compromise Assessment
e Cyber Education

e eDiscovery



GROUP-IB

FIGHT AGAINST CYBERCRIME

PREVENTING

AND RESEARCHING
CYBERCRIME
SINCE 2003

www.group-ib.com info@group-ib.com group-ib.com/blog +7 495 984 3364



